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E-GOVERNANCE FOR BETTER SERVICE DELIVERY
AND PROGRAMME DESIGN, IMPLEMENTATION AND
MONITORING

(Extract from the Xl plan document)

Since good governance is about all aspects of govenmts’ interface with (i) Citizens
(G2C) and (ii) Businesses (G2B), e-Governance aintke use of technology and process
re-engineering for more efficient service delivéoyboth citizens and business, and also
for more effective delivery of various programmegwojects and schemes. In an
increasingly connected virtual world of knowledge adyberspace and with increasing
spread of Internet and web-based information systéime and distances have shrunk,
and service delivery is now possible on ‘anytimeyvehere’ basis. Sequential steps in
service delivery can in some cases be processpdratlel, making simultaneous delivery
possible. Government interface with people canebengineered in a manner that human
discretion is minimized. In programmes like e-segayernment functionaries do not
interface with the public and private providers nthe front-end service-delivery kiosks.
The service provider does not have authorizatioalter government records and those
who manage the records do not interface with thaplee In the process, corruption gets
minimized and the entire service delivery processoimes more transparent. If attributers
of good governance are transparency, efficiencgparsiveness cost effectiveness and
accountability, e-Governance is the means to athaige attributers through application of
technology. The National Knowledge Commission hHadthe context of e-Governance,
suggested that to make an immediate impact onensizit is critical to identify and
simplify important processes and services, saylZtto begin with, which are currently
cumbersome, bureaucratic and prone to unnecesstaysdand corruption. Initially these
services could include providing online record @hd rights, computerized land
registration, computerized transfers, computerratf social security schemes, birth and
death certificates, proof of residence, issue wémeand ID cards, and so on.

PROCESS RE-ENGINEERING

The first and most crucial element of this agends to be a change in the procedures of
various government departments. Over a period afsyesery few of these procedures has
been reviewed. Recently, when the review of procesiwapplicable for passports was
undertaken, it was observed that for ordinary eii availing passport facilities is well
nigh impossible unless they take the help of inestiaries. The form for getting a passport
was quite complicated. Further, the procedures hvhigere prescribed envisaged
verification by police at various places where glsons were staying in the past few
years. This led to enormous delays and harassr8entlar, complicated procedures for
issue of ration cards,

caste certificates, driving licences or depositisxges are also in vogue. There is a strong
need to revise them and make these more citizemi@eWhile the above processes could
be prioritized, it will be necessary to have a coshgnsive review of all those deliverables
which impact on the availability of services to ttemmmon citizen.
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E-GOVERNANCE INFRASTRUCTURE
The following have been proposed under e-governai@structure:
(i) Unique Identifiers

* UID (unique ID) FOR INDIAN RESIDENTS
* UID FOR INDIAN CORPORATES/BUSINESS ENTITIES— MC2L:
* SMART CARDS

(i) Service Delivery Infrastructure

* STATE-WIDE AREA NETWORKS (SWANS)
« COMMON SERVICE CENTRES (CSCs)
* STATE DATA CENTRES (SDCS)
* CONNECTIVITY FOR THE LAST MILE
» Leveraging BSNL rural exchanges
*  Wireless Connectivity from BSNL
» Last mile connectivity through USOF(Universal SeevDbligation Fund)

ICT APPLICATIONS FOR BETTER PROGRAMME IMPLEMENTATIR AND
MONITORING

ICT interventions are a pre-requisite for effectiglementation and delivery of flagship
programmes. The proposed NREGS stipulates the giooviof employment for a
minimum of 100 days a year for at least one adeitrpral household. For this scheme to
be properly implemented, it will be necessary feerg village Panchayat to maintain a
register enumerating eligible adult individuals emery family. This would need to be
converted into a workers’ register. All governmdapartments with works programmes in
rural areas would have to create village-wise woeggsters, which would then have to be
centrally aggregated and catalogued villagewisthatdistrict/block headquarters. Each
potential worker would have to be given a UID anduld have to be assigned to the
aggregated village-wise works register so that ezoant can be kept for 100 days of
employment for one member from each family. In tshell, this would require works and
workers inventories to be created and stored irrdral data depository at the district
headquarters.

ICT solutions are all the more needed to plug thiewing loopholes:

* Inflated Schemes

— Inflated quantity of work, depressed productivibiflated person day estimates

— Bogus registrations

— Registration of dead persons, minors and megticallit persons, duplicate and/or proxy
registration, fictitious registrations

 Fraudulent Requisition of Funds
— False measurement, inflated progress of work#tioman operation or work item

* Inflated Muster
— Ghost workmen, bogus attendance
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 Fraudulent Wage Payment
— Under payments, dependant fraudulent payments

» Use of ICT in Major Flagship Programmes

While approving the NeGP, the government directeat for major projects like Bharat
Nirman and Rural Employment Guarantee Schemes, ctirecerned line Ministry

concerned should make use of e-Governance and atitontechniques in implementation
from the inception stage. Significant steps havenbtaken by the Ministry of Rural
Development to use ICT in the implementation andnitooing of the NREGA and

PMGSY, through its NREGASoft and Online Managemiganitoring and Accounting

System (OMMAS) applications developed by the NIC.

LOCATION-SPECIFIC PLANNING USING GEOGRAPHICAL INFORATION
SYSTEM

Planning for sustainable development has been Heoba, as it requires substantial
amount of data on all aspects of development. largimg technology paradigm, GIS has
emerged as a powerful tool which has the potetdi@irganize complex spatial data into
layered information with tabular relationships. TPlanning Commission has put in place
a Web-enabled 23-layered GIS database to facilibaggion specific planning by creating
hierarchical spatial database and application sesvi The multi-layered GIS database
provides comprehensive data  village  wise—geographic data, river
basin/watersheds/micro watersheds data, physidahstnucture (roads/electricity/rail
roads), social infrastructure (education and hefatilities), urban and rural settlements,
demographic data, amenities data, soil/ forest rcalsta, and so on. The Planning
Commission has also taken up a project, being imeiged by the NIC, for creating
computer aided digital utility mapping for six meg#ties—Ahmedabad, Bangalore,
Chennai, Hyderabad, Kolkata, and Mumbai. The ptogewisions collating information
from all concerned organizations and analysing dame for each utility, for example,
water, sewerage, electricity, roads, communicatgas pipeline, and so on, by creating
large-scale digital maps for the concerned cit@fh an aim to help in urban planning,
disaster preparedness and infrastructure manageifieatdatabase is expected to be a
major aid to planning, development and managemfemtban utilities. It will also provide
the GIS information base for a vehicle navigati@uking system based on GPS. The
Ministry of Urban Development has a project forrgarg GIS to other cities of India.
Both these projects will help decision makers fie@fve planning by making a paradigm
shift in resource allocation from the broadcast endal a location specific, need based
mode

Source: 11 Five Year Plan (2007-12)
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Recommendations of the National Knowledge Commissio on e-governance:

1. Government Process Re-engineering Before Any Cqmuterisation

At present the E-governance efforts are primarigsdd on computerising age-old
processes left behind by British Raj and compourimed plethora of new layers and silos
by Indian bureaucracy, each working within departtakEboundaries and pet-priorities. As
a result we are computerising cumbersome processdshence not commensurately
benefiting from it. Simply digitising the existingovernment processes merely adds an
additional layer of expense, complexity, delay andfusion. NKC feels that there is now
a unique opportunity in the history of India toueaehind the British Raj and re-engineer
and modernise government processes to build a newa bf the 21st century. Hence it is
essential to first redesign the government procegseping the citizen at the centre,
providing for the enablement of citizens, businesgeoducers and consumers, replacing
the old mistrust and control regime of the colompakt. This redesigning of government
processes will drastically reduce the numbers amdtibn of successive steps required to
obtain services. It will also provide traceablear®s, enable enforcement of individual
performance, accountability, efficiency and produtt, as well as transparency of
policies and processes.

2. Ten to Twenty Important Processes and Services

To make an immediate impact on citizens it is caitito identify and simplify important
processes and services, say 10 to 20 to begin wiich are currently cumbersome,
bureaucratic and prone to unnecessary delays ardarruption. These processes can be
simplified and made available as web-based servioéglly, these services could include
birth certificate, death certificate, proof of @esince, and ration/ID cards. Other processes
can be added over a period of time. This approaiihrequire each state to implement
these processes in concert and learn from each othe

3. Common Standards

At present, various State Governments are choo#ieg own ways of selectively
computerising their processes and provide E-goveeaMany of these programs are
vendor-driven and not scalable. It is critical tevdlop and enforce citizen/business
entittement standards uniformly over all states adhtral ministries and functions,
spanning from voting, taxes, certificates, finahpiaducts, law-enforcement and welfare
for individuals, properties of land, institutiorsysinesses etc. These standards should not
be hardware-centric and vendor dependent but shenddble easy participation by any
State, Panchayat Institution, business, NGO oresiti whenever they decide. These
standards, templates and data formats must bengesigarefully by teams of experts
drawn from government, IT companies, academia, R&Btitutions and users or
stakeholders who understand latest trends, techwolsoftware, user interfaces and
interoperability requirements. NKC recommends #ihState Governments follow these
standards. At the same time, it is also conscidukie need to incorporate some of the
standards followed by State Governments.
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4. Best Practices and Lessons from the Past

A great deal of work has already been done in waricentral ministries and in State
Governments. The key is to learn from these andyddsest practices that are affordable
and applicable nationwide to ensure ease of usdraeperability. NKC notes that the
Government’s own offices, laboratories, and direates have an immense amount of
useful and relevant data [e.g. the seven centrésedflational Bureau of Soil Science and
Land Use Planning (NBSSLUP)], which needs to beitidegl and made publicly
accessible for use and analysis. Data collectezhleyagency should

be made available across all agencies as well #stpublic, subject to national security
considerations.

5. National Infrastructure

It is important to provide secure broadband infragtire and associated hardware,
software and hosting facilities nationwide withyascess at all levels. This infrastructure
should be based on a ‘user pays’ principle andipyiivate partnership in investments
and mutual accountability and efficiency. This a@sfructure creation should be led by the
Central Government to enforce a high level of siégguuniformity and standards at every
interface, regardless of state language, cultagady and financial health.

6. Web-based Services

To enforce standards and to keep the governandernnty responsive and transparent, it
is recommended that State Governments use templataed by the Central Government
to offer localised data and services in Indian teagges. In this model, the private sector
can invest in creation of access-infrastructure lamittling relevant business models for
user-fee collection and its sharing across all edtalders, to ensure sustainability and
adaptation for future needs. This also implies #ligbublic institutions will make sure that
all public data is available on the web.

7. Open Source Software

Because of the enormous size and scope of the BEgimee effort in India and because of
the availability of globally recognised softwarelet# of Indians, we must actively

encourage open source software implementationsopad standards wherever possible.
This will allow us to have cost-effective solutiom®d help develop open software
products and standards. It will also help improgaliag up and minimise delays caused
by repeat tendering.

8. Specialist CITO (Chief Information Technology Oficer)

Each State and major Central Government departnmenss create an empowered chief
information technology officer, with relevant expee and skills in the domain subject
and IT usage. These posts must be filled on opemitsment and draw the best and the
brightest from India’s technologically qualifiedlgéat. These officers should be paid
market salaries and have a three-year contractthétiGovernment, which can be renewed
depending on performance.
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9. New National Programs

As government plans to spend hundreds of thousahdsores on Bharat Nirman, Rural
Employment Guarantee Scheme, and urban developmiéatives, it is recommended
that we mandate that each of these programs beginwell engineered E-governance
implementation and web-interface that ensures spedelivery, productivity and
efficiency. It is recommended to invest one to fwew cent of the national program budget
in establishing new processes and associated HEiggowee infrastructure to improve
delivery and reduce leakages.

10. Focused Organisation

For national E-governance to succeed, it is ctitkca create an appropriate central
organisation with structures that can operate mission mode, with full autonomy and
accountability. NKC recommends creation of an oigmion with a Chief Executive

Officer (CEO), with board members drawn from the ifidustry and government to
redesign processes and procedures, to represantiplicity of stakeholders and diversity
in domain expertise, and to drive the national Eegoance plan with facilitation from the
CIT Ministry.

The task of this organisation shall include butb@iimited to:

a) administrative reforms related to process rers@aging

b) providing and maintaining common national ICTrastructure for E-governance

c) providing leadership and framework for implenaion, with immediate focus on
selected mission mode projects ; and

d) providing a neutral consulting framework anchdids for E-governance with the help
of CITOs.

There is a need to re-engineer our processeddirshange our basic governance pattern
for simplicity, transparency, productivity and eféncy, to select 10 to 20 important
services that make a critical difference, to offegb-based services, develop common
standards and deploy a common platform or infratiire for E-governance to make it
citizen-centric. As a next step, NKC recommendsu$omgy on the organisational issues
related to re-engineering government processes wwitbng committed leadership,
autonomy, flexibility, clarity of purpose, prededith deliverables, measurable milestones
and periodic monitoring in order to implement tregional E-governance program within
three to five years.

Source: NKC, Report to the Nation, 2006-09
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Business Process Re-engineering (BPR)
(Extract from the Report on the second Administratve Reforms Commission)

In India, the way government institutions condingtit business has evolved over time and
is codified in different Statutes, Rules, Regulasicand procedural manuals enacted or
formulated over a wide span of time (with many @sses even continuing from the
colonial period). On the other hand, the scope@mdplexities of governance along with
the government machinery have expanded over tirhe. advent of ICT has led to the
recognition that these technologies provide a umigpportunity to redesign government
processes not only to provide better services alabte information to citizens but also to
improve efficiency and effectiveness within govesminstitutions.

The basic idea behind such re-engineering is tod althe opportunity provided by ICT in
transforming governmental processes and not jushadifying them. Michael Hammer
and James Champy, who in their landmark book ‘Rieeeging the Corporation — A
Manifesto for Business Revolution’ (1993) introdddbe concept of business process re-
engineering, have the following to say in this relga

“Re-engineering is the fundamental rethinking aratlical redesign of business
processes to achieve dramatic improvements incatjtcontemporary measures of
performance, such as cost, quality, service, ame®gp

The business process re-engineering model hasfbebar developed by James Champy,
one of the co-authors of the book ‘Re-engineerimg €orporation — A Manifesto for
Business Revolution’. He has now put forward theaidf ‘X-engineering’ which, briefly,
involves the following steps:

i. Step one: To get others within the organizatmmumderstand how technology— and
particularly the Internet — can really drive theyamization to a whole new level of
efficiency. In other words, to get others withiretlorganization to understand the
potential of technology.

ii. Step two: To actually start to redesign all threcpsses that govern the way the
organization does business. In doing so, theseepses are to be examined from
beginning to end - and from both inside and outsideorganization - and decide what
can be simplified or eliminated. ‘At the core ofexgineering, then, is the need to
understand the rationale for every step in a psotes

iii. Step three: To redesign the processes jointly whie entities with which the
organization deals with.

iv. Step four: Internal re-engineering should alltve brganization to do things which
are really important to it. To achieve this, #hés need for creating standards. This
would include standardization of technology beisgadi

Thus, first, there has to be conviction within tirganization that process re-engineering
will lead to greater efficiency and efficacy. Hoveeythis conviction should lead to the
realization that ICT offers the opportunity to asgaish it now and not later.

Second, the rationale for each step involved inmacgss - both for activities which lie
totally within the organization and those which otwe outside entities — needs to be
examined with the express aim of identifying thepst which can be simplified or
eliminated altogether. Once this has been accohwuisthe need for redesigning the
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processes ab initio immediately arises. In the cdgwvernment organizations, the needs
of the citizens assume centre-stage.

Presently, in India, different government organaad, both at the Union and State
Government levels, are engaged in carrying ouudysof their business processes with
the objective of re-designing them using ICT. Thef®rts are at various stages of
planning/completion. One of the earliest organ@aito undertake such a study is the
Income Tax Department which created a separatecidnae of Business Process Re-
engineering (BPR) for the purpose in May 2006. Atemal consultant was appointed
through a global tendering process for carrying the BPR Project. The project
commenced in May 2007 and was completed with thalifiation of 18 reports within a
time frame of eight months. To begin with, awarsneas created about the need for such
an exercise through meetings with employees as agelheir associations/unions. This
was aimed at developing a sense of ownership witrerworkforce. In the end, more than
800 departmental personnel from Chief CommissionersGroup ‘C’ employees
participated in the exercise. Further, customewsieere ascertained through specifically
designed questionnaires administered to differatggories of taxpayers and consultants.
The study included an ‘As-is’ study phase aimedmetpping of existing processes
followed by a ‘gap analysis’ to identify problemeas and bottlenecks. These, along with
best global practices in the field of tax admirggon, were incorporated in re-designing
the processes and suggesting ‘To-be’ models. Stmibé’ models and recommendations
have been prepared in respect of the following:

» Bulk Operations Division including Regional ProdagsCentre
» Facilitation Centres and Receipt and Despatch Units
» Changes to PAN/TAN Issuance and Management
* Assessee Tax Credit Accounting System
» Core Processes Redesign — Assessment
» Core Processes Redesign — Post Assessment
» Core Processes Redesign — Appellate
* Risk Assessment System
* Knowledge Management System
* Record Management System
* Human Resources and Infrastructure
» Grievance Redressal Management
* Change Management
The lessons which emerge from this project arectfiwt:

i. the workforce has to believe in the benefitsbosiness process re-engineering
through ICT;

ii. there is no shortcut to step-by-step exanmmadf all business processes resulting
in re-designing of these processes; and

iii. each government organisation wilvhats own specific set of design outcomes
which would require close interaction between tebdbgical solution providers
and the domain experts.

As mentioned earlier, identifying changes in ttgaleand regulatory framework lies at the
heart of business process re-engineering in govemhorganizations, as many of the
governmental processes, including the steps indalvéhem, arise out of the provisions
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contained in different legislations, rules, reguaas and procedural manuals/codes.
Process re-engineering in the sense mentioned abmwe require reformulation of such
provisions. This was visualized by the Standing @uttee on Information Technology
(2005-06, Fourteenth Lok Sabha) in its 22nd Regutitled ‘Implementation of e-
Governance Projects’ (December 2005). The Comniittede note of the evidence given
by a representative of the National Institute ofainGovernance (NISG):

“As regards ‘process’, in most of the departmenmts,are governed by more than hundred
years’ old acts and rules. These are driving iméficy. If you put the same thing in the
computers, a hundred-year-old process, it will igefficiency in a very efficient way. We
will be enlarging that inefficiency. We have to oba the process behind this. A lot of
legislative effort at the highest level is also s in this process area...”

The Committee engaged in further discussions wahous IT Service and Solution
providers and recommended the following:

“The Committee observed that the age-old statutekragulations governing the manual
process will not be suitable for governing the ®fatic processes which require
altogether a different set of legal framework anddglines to make the e-Governance
successful. They are of the strong opinion thatlégal and regulatory changes in the
processes would be able to deliver the serviceg rafficiently and effectively and remove
a lot of other hurdles of manual regulatory meclsami The Committee, therefore,
recommended that a comprehensive review of alVaglestatutes and regulations should
urgently be done to bring about suitable changesdim so as to make them compatible
with the cyber age technology enabling the citizensbtain maximum advantage of e-
Governance projects. They further recommend thagsipdity of bringing a new
legislative mechanism may also be explored, if i@edo ensure that the implementation
of e-Governance projects delivers the citizen-gerservices in an effective and successful
manner.”

In response, the Union Department of Informatiorchfmlogy stated in their Action
Taken Notes that they along with DAR&PG will joptexamine and review relevant
statutes and regulations and the possibility obw tegislation in order that the citizens
obtain maximum advantage from NeGP. However, then@ittee felt that no concrete
steps have been taken regarding a comprehensivewrexf all relevant statutes and
regulations governing manual processes specificalhen a different set of legal
framework and guidelines may be required for theppse of e-Governance. In their
Thirty Seventh Report (December 2006), the Commitségated the following while
expressing their concern:

“In the changing scenario, it calls for immediatdgemtion of the Government. Keeping in
view the urgency involved in reviewing the relevatatutes and regulations, the
Committee desire that the matter be accorded taprigr and pursued to its logical

conclusion...”

The Commission agrees with the views of the Stan@iommittee. The task involving
complete re-engineering of business processes wergment is in itself stupendous.
Without providing the legal structure and mandateyould be difficult to achieve it

within any realistic time-frame. In fact, in a latehapter, the Commission has
recommended that the whole framework of e-Govemasiwuld be given a statutory
backing. Even the US legislation has provided frasnework to government entities.
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Thus, Section 202 of Title Il of the E-Governmertt Af 2002 prescribes ‘Federal Agency
Responsibilities’ in the following manner:

“a) The head of each agency shall be responsibite fo

1) Complying with the requirements of this Act Ifiding the amendments
made by this Act), the related information resour@nagement policies
and guidance established by the Director of thec®fbf Management
and Budget, and the related information technologiandards
promulgatedy the Secretary of Commerce;

2) Ensuring that the information resource managérpelicies and guidance
established under this Act by the Director, and réflated information
technology standards promulgated by the SecretarCammerce are
communicated promptly and effectively to all relavafficials within
their agency; and

3) Supporting the efforts of the Director and th@nfinistration of theGeneral
Services Administration to develop, maintain, anehpte an integrated
Internet-based system of delivering Federal Govemtmnformation
and services to the public under Section 204.

b) Performance Integration

1) Agencies shall develop performance measures tegmhonstrate how
electronic government enables progress toward ageabjectives,
strategic goals, and statutory mandates.

2) In measuring performance under this sectionnagss shall rely on existing
data collections to the extent practicable.

3) Areas of performance measurement that agenbmsd consider include-
a. Customer service;
b. Agencyqguctivity; and

c. Adoptioh ianovative information technology, including the
appropriate use of commercial best practices.

4) Agencies shall link their performance goalsaggropriate to key groups,
including citizens, businesses, and other govermsneand to internal
Federal Government operations.

5) As appropriate, agencies shall work collectively linking their
performance goals to groups identified under palyr(4) and shallse
information technology in delivering Government ommfiation and
services to those groups.

c) Avoiding Diminished Access: When promulgatingliges and implementing
programs regarding the provision of Government linfation and services
over the Internet, agency heads shall considerintiygact on persons without
access to the Internet, and shall, to the exteattzable-
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1) Ensure that the availability of Government infiation and servicesas not
been diminished for individuals who lack accesthé&lnternet; and

2) Pursue alternate modes of delivery that makee@owent information and
services more accessible to individuals who doawat computers or
lack access to the Internet.

d) Accessibility to People with Disabilities: AltBons taken by Federal departments
and agencies under this Act shall be in complianith section 508 of the
Rehabilitation Act of 1973 (29 U.S.C. 794d).

e) Sponsored Activities: Agencies shall sponsoivities that use information
technology to engage the public in the developnagt implementation of
policies and programs.

In effect, by providing a clear-cut mandate andspriging the deliverables, the US law
has ensured that business process re-engineermy@mnment entities gets the attention it
deserves.

Several experts have underlined the importanc@eéigment processes re-engineering:

“re-engineering administrative processes and reamgation of information ownership is
the most important step for implementing an e-gowemt application. Government
entities would be required to implement substanmt@ferms in organizational structures,
initiate a change in culture and mindsets, trairdamprove skills of its people and put in
place appropriate supporting ICT infrastructuregoable online processes that are timely
and efficient for both the government entity ane émtities it interacts with. Thus, the
business processes would in effect be changed memtally to allow the efficiency and
transparency gains associated with e-governrent.

The Commission has considered the issues involvedeiengineering of business
processes in government entities. It is of the vikat for every function a government
entity performs and every service or informatiois itequired to provide, there should be a
step-by-step analysis of each process involvedhenatil of rationality and simplicity.
Such analysis should incorporate the viewpointalloftakeholders. After identifying steps
which are redundant or which require simplificatidhe provisions of the law, rule,
regulation, instruction, code, manual etc. whichrfdhe basis of such steps should also be
identified. This should be followed by prioritizirtge functions of the government entity.
Following this exercise, processes should be regded using the tools provided by
Information and Communications Technology keepmgind the objectives of speeding
up decision making, maximizing outputs, minimiziogsts, improving service delivery
and quality of information to be provided etc. Thikould be accompanied by re-
formulation of the legal/regulatory framework whighderly governmental processes.

The wholehearted participation of government adiigiwithin an organization cannot be
overemphasized while re-engineering business pseseas in the end, the technological
solutions would have to be put to effective useydnf them. In fact, each government
organization would be required to constitute a smpateam drawing from expertise
available within the organization at various lev&i$unctioning.
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Once the business processes have been re-enginaedethe technological solutions

developed, these should be tested in real lifeas@ns to assess their functioning. e-
Governance projects should not be implemented langea scale in the very first instance.
The pilot project should be designed to work intiast difficult circumstances so that the
bottlenecks and shortcomings are identified duthmg pilot stage itself which could be

redressed before any effort to upscale the pragedaken. However, there should be
flexibility within the whole initiative to adjusitproblems thrown up at the pilot stage and
a two-way feedback process should be ensured bettiheeBPR exercise and the pilot
stage with the BPR leading to the pilot stage aitat ptage leading to further changes in
the BPR. The whole exercise should focus on forprecesses, structures and laws
regulations.

To sum up, the Commission feels that the entire ujaai activities under Business
Process Re-engineering could be classified intdat@wving four heads:

a.Clear assessment of citizens needs.

b. Analysis of the existing processes and idemtiionn of the weaknesses and
redundancies.

c. Redesigning of processes and the required changee made in the statues and
regulations.

d. Bringing about changes — in forms, peseS, structures and statutes.

Recommendations:

a) For every function a government organisation perfoms and every service or
information it is required to provide, there should be a step-by-step analysis of
each process to ensure its rationality and simplity.

b) Such analysis should incorporate the viewpoints oéll stakeholders, while
maintaining the citizen-centricity of the exercise.

c) After identifying steps which are redundant or whidch require simplification,
and which are adaptable to e-Governance, the provins of the law, rules,
regulations, instructions, codes, manuals etc. whicform their basis should
also be identified.

d) Following this exercise, governmental forms, praesses and structures should
be re-designed to make them adaptable to e-Governe®, backed by
procedural, institutional and legal changes.
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Business Process Re-engineering Project of Incomax Department

The Union Finance Minister announced in his Bud§eeech of 2006 about business
process reengineering (BPR) in the Income Tax Demant. A Directorate of BPR wap
created within the Department in May 2006 whichnighed this exercise with the followinjg
objectives:

» Re-evaluation of all current processes to remmageindant and obsolete processes and
redesign/create new processes

« Identification of stakeholder’s for informatiomonvenience of filing tax returns &
documents, payment of taxes and speedier issuefafids and the ways in which the
organization can meet them

* Increase alignment between people, processeteeandology
» Enhance employee involvement, skills and orgditinal creativity

The study has been completed with finalization 8fréports which focused on the key
strategic areas of tax administration i.e. presssent, assessment, post assessmenf and
appellate/dispute avoidance as well as key enabprmgresses such as informatipn
technology, human resources, infrastructure etts pioject was undertaken in two phases:
an ‘As-is’ study phase and a ‘To-be’ Model stagewds conducted at 15 locations whigh
included metros (Delhi, Mumbai, Kolkata), mid-sizéies (Hyderabad, Nagpur, Patnga,
Bhopal, Mysore, Lucknow, Guwahati, Ludhiana andlI&hg) and moffusil areas (Hajipur,
Mandya, Itarsi).

The BPR exercise has come up with, inter alia, fom@commendation of functionall
segregating the working of the Department across woad lines — a Bulk Operatiors
Division (BOD), handling routine and repetitive iaittes not requiring the use of discretig
and amenable to large scale automation and a CamagliOperations Division (COD) t
carry out specialized activities. Currently, thensaset of people is doing both these jo
CBDT has accepted a majority of the recommendations

>

O O
1

Source: 1T ARC Report
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Information Technology Audit
(Extract from IT Audit Manual Volume I)

During the last decade, most of the Government Beyeats, Public Sector Enterprises
and Autonomous Bodies have embarked on computgribieir operations in a big way.
Initially, computers were available only to largeanizations due to high purchase and
operational costs. Later the advent of personalpedens and the rapid decrease in the
costs enabled medium-sized organizations also ke tadvantage of Information
Technology for their data processing. Nowadays wiltespread availability of powerful
microcomputers and their associated packaged s@ftlwas resulted in the extensive
deployment of computers by even small organizatio@srrespondingly the possibilities
of data loss and associated organizational costs imereased tremendously along with
new risk factors. Due to vulnerabilities of netwotke danger of tampering with data by
insiders and outsiders is much higher in IS systems

In fact, with the advent and growth of computemrk systems, computer systems are
now Information Systems (IS). Therefore, “Infornosti Technology Audit” and
“Information Systems Audit” have an important réteplay in the present day context in
ensuring accountability.

IT Audit is a broad term that includes Financialdite (to assess the correctness of an
organization’s financial statements), Operationaidi#s (evaluation of internal control
structure), Information Systems Audit(including foemance Audit), Specialized Audits
(evaluation of services provided by a third panighs as outsourcing etc.) and Forensic
Audits. However, a common factor is the formatidran opinion regarding the degree of
reliance that can be placed on the IT systemsaratitited organization.

Objectives of IT Audit:
The objectives of IT audit include assessmedtevaluation of processes that:

(a) Ensures asset safeguarding —‘assets’ which in¢hal®llowing five types of assets:

* Data
Data objects in their widest sense, i.e., exteandl internal, structured and nonstructured,
graphics, sound, system documentation etc.

* Application Systems
Application system is understood to be the sum afimal and programmed procedures.

» Technology
Technology covers hardware, operating systems, bdséga management systems,
networking, multimedia, etc.

* Facilities

Resources to house and support information systeupglies etc.

* People

Staff skills, awareness and productivity to plargamize, acquire, deliver, support and
monitor information systems and services.

(b) Ensures that the following seven attributes ofdatinformation are maintained:
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» Effectiveness- deals with information being relevant and peminto the business
process as well as being delivered in a timelyreaty consistent and usable manner. Deals
with System effectiveness — evaluating whetherdThgystem meets the overall objectives
of top management and users.

« Efficiency - concerns the provision of information through titimal (most productive
and economical) usage of resources. Deals witheBysfficiency —efficient systems use
optimum resources to achieve the required objextive

» Confidentiality - concerns protection of sensitive information fraimauthorized
disclosure.

* Integrity - relates to the accuracy and completeness ofnrEtion as well as to its
validity in accordance with the business' set dfie#a and expectations.

 Avalilability - relates to information being available when reegiiby the business
process, and hence also concerns the safeguardiegoairces.

» Compliance - deals with complying with those laws, regulatioasd contractual
arrangements to which the business process isdub, externally imposed business
criteria. This essentially means that systems rieedperate within the ambit of rules,
regulations and/or conditions of the organisatkor. example, an FIR to be filed normally
requires signature of the complainant as per rudesl needs to be reengineered by
changing the rules to permit web based complafisilarly, banking operations will
have to conform to the banking regulations andslagon. It is also the duty of the IT
Auditor to see that the work practices are in twith the laws of the land such as the IT
Act promulgated by the Government of India.

* Reliability of information - relates to systems providing management with@pjate
information for it to use in operating the entity,providing financial reporting to users of
the financial information, and in providing inforif@n for reporting to the regulatory
bodies regarding compliance with laws and regutetio

Thus, IT Audit is all about examining whether tiiedrocesses and IT Resources
combine together to fulfill the intended objectived the organization toensure
Effectiveness, Efficiency and Economy in its opera while complying with the extant
rules.This can be depicted diagrammatically as follows:

IT RESOURCES IT PROCESSES
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IT Audit Process Flow Chart
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With the increase in the investment a dependantecomputerized systems

by the auditee, it has become imperative for andihange the methodology and approach to audit
because of the risks to data integrity, abuseapyivetc. In an IT system, especially implemented
in an environment of deficient controls as compared manual system, an independent audit is

required to provide assurance that adequate meabare been designed and are operated to
minimize the exposure to various risks.
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Overview of Clinger-Cohen Act

(From Wikipedia, the free encyclopedia)

The Clinger-Cohen Act (CCA), formerly thenformation Technology Management
Reform Act of 1996(ITMRA), is a 1996 United States federal law, desid to improve
the way the federal government acquires, uses @pdsks information technology (IT).

The Clinger-Cohen Act supplements the informatesources management policies by
establishing a comprehensive approach for execatieacies to improve the acquisition
and management of their information resources, by:

- focusing information resource planning to supplogirt strategic missions;

- implementing a capital planning and investment mmirocess that links to
budget formulation and execution; and

« rethinking and restructuring the way they do therk before investing in
information systems.

The Clinger-Cohen Act of 1996 directed the develeptrand maintenance of a Federal
Enterprise Architecture to maximize the benefittnédrmation technology (IT) within the
Government.

Overview

In February 1996, Congress enacted the Clinger-Célséto reform and improve the way
Federal agencies acquire and manage IT resoureasraCto implementing these reforms
is the need to establish effective IT leadershighiwieach agency. The law requires each
agency head to establish clear accountabilityTananagement activities by appointing
an agency CIO with the visibility and managemespomsibilities necessary to carry out
the specific provisions of the Act. The CIO playsritical leadership role in driving
reforms to:

+ help control system development risks;
+ better manage technology spending; and
« succeed in achieving real, measurable improvemergency performance.

The Clinger-Cohen Act provides that the governnigformation technology shop be
operated exactly as an efficient and profitablarmss would be operated. Acquisition,
planning and management of technology must bectlesd a "capital investment." While
the law is complex, all consumers of hardware aftivare in the Department should be
aware of the Chief Information Officer's leadersimpmplementing this statute.

The Clinger-Cohen Act emphasizes an integrateddvaonk of technology aimed at
efficiently performing the business of the Depamidust as few businesses can turn a
profit by allowing their employees to purchase aing they want to do any project they
want, the Department also cannot operate effigienith hardware and software systems
purchased on an "impulse purchase" basis andlestalthout an overall plan. All facets
of capital planning are taken into consideraticst ps they would be in private industry.



National Seminar on e-Governance, 21-22 July 20@®ptroller and Auditor General of India 22

The Clinger-Cohen Act assigns the Director of tHi#c® of Management and Budget
(OMB) responsibility for improving the acquisitionse, and disposal of information
technology by the Federal Government. The Diresthamuld aim to improve the
productivity, efficiency, and effectiveness of Fealgorograms, including through
dissemination of public information and the redoetof information collection burdens on
the public. The Act supplements the informatioroteses management (IRM) policies
contained in the Paperwork Reduction Act (PRA) &ablishing a comprehensive
approach to improving the acquisition and managéeémieagency information systems
through work process redesign, and by linking pilagm@nd investment strategies to the
budget process.

History

The "Information Technology Management Reform AttL996 is later renamed
"Clinger-Cohen Act" for its co-sponsors, Rep. Vdith Clinger, R-Pa., and Senator
William Cohen, R-Maine.

Definitions
In the Clinger-Cohen Act itself some terms haveliekly defined:

Information technology
The terminformation Technologywith respect to an executive agency means any
equipment or interconnected system or subsystesqupment, that is used in the
automatic acquisition, storage, manipulation, manaent, movement, control,
display, switching, interchange, transmission,emeption of data or information
by the executive agency. For purposes of the pregesgntence, equipment is used
by an executive agency if the equipment is usethéyexecutive agency directly or
is used by a contractor under a contract with #ezetive agency which (i)
requires the use of such equipment, or (ii) reguihe use, to a significant extent,
of such equipment in the performance of a servidé®furnishing of a product.
Information technology includes computers, anagflaquipment, software,
firmware and similar procedures, services (inclgdiopport services), and related
resources. It does not include any equipment thatduired by a Federal
contractor incidental to a Federal contract.

Information resources
The terminformation Resourcemeans information and related resources, such as
personnel, equipment, funds, and information teldgyo

Information resources management
The terminformation Resources Managememgans the process of managing
information resources to accomplish agency missammsto improve agency
performance, including through the reduction obmiation collection burdens on
the public.

Information system
The terminformation systermeans a discrete set of information resources
organized for the collection, processing, mainteeanse, sharing, dissemination,
or disposition of information.

Information technology architecture
The terminformation Technology Architectyrevith respect to an executive
agency, means an integrated framework for evolemgaintaining existing




National Seminar on e-Governance, 21-22 July 20@®ptroller and Auditor General of India 23

information technology and acquiring new informattechnology to achieve the
agency'’s strategic goals and information resoumasagement goals.

Director of the Office of Management and Budget

Clinger-Cohen Act assigns the Director of the Qffaf Management and Budget (OMB)
some ten tasks. The following list represents ectiein:

Use of Information Technology in Federal programs
The OMB Director is held responsibility for improyg the acquisition, use, and
disposal of information technology by the Federal’/&nment. The Directory
should aim to improve the productivity, efficien@nd effectiveness of Federal
programs, including through dissemination of pubiliormation and the reduction
of information collection burdens on the public.

Use of budget process
The OMB Director shall develop, as part of the betdgocess, a process for
analyzing, tracking, and evaluating the risks a=lilts of all major capital
investments made by an executive agency for infoomaystems. The process
shall cover the life of each system and shall idelaxplicit criteria for analyzing
the projected and actual costs, benefits, and askeciated with the investments.

Information Technology Standards
The OMB Director shall oversee the developmentiamdementation of standards
and guidelines pertaining to Federal computer systiey the Secretary of
Commerce through the National Institute of Stanglamd Technology.

Use of Best Practices in Acquisition
The OMB Director shall encourage the heads of #ee@tive agencies to develop
and use the best practices in the acquisitionfofimation technology.

Assessment of other models for managing Informafiechnology
The OMB Director shall assess, on a continuinghdlse experiences of executive
agencies, State and local governments, interndtayganizations, and the private
sector in managing information technology.

Other tasks are about the comparisment of ageresyafdT, training, Informing
Congress, and procurement policies.

Performance-based and results-based management

Director of the Office of Management and Budget Mhall encourage the use of
performance-based and results-based managemedtiilim§ the responsibilities
assigned. OMB's Director is tasked with the follogvresponsibilities:

+ to evaluate the information resources managemaeutipes of the executive
agencies with respect to the performance and sestithe investments made by
the executive agencies in information technology.

+ toissue the head of each executive agency to:

o establish effective and efficient capital plannprgcesses for selecting,
managing, and evaluating the results of all ofriggor investments in
information systems;

o determine, before making an investment in a nearinétion system:

= whether the function to be supported by the systeould be
performed by the private sector and, if so, whe#tmgr component
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of the executive agency performing that functioaustl be
converted from a governmental organization to egbei sector
organization;

= whether the function should be performed by thecetiee agency
and, if so, whether the function should be perfairyg a private
sector source under contract or by executive agparsonnel;

o analyze the missions of the executive agency aaskdon the analysis,
revise the executive agency’s mission-related meeeand administrative
processes, as appropriate, before making signifiogastments in
information technology to be used in support os#hmissions;

o ensure that the information security policies, pohaes, and practices are
adequate.

« guidance for undertaking efficiently and effectiveiteragency and Government-
wide investments in information technology

« periodic reviews of selected information resounoesmiagement activities of the
executive agencies

+ to enforce accountability of the head of an exeeutigency for information
resources management

Executive Agencies

The head of each US Federal executive agencyatralbly with several specific matters.
A selection.

Design of Process
Each executive agency shall design and implemethiei@xecutive agency a
process for maximizing the value and assessingrarthging the risks of the
information technology acquisitions of the execatagency.

Content of Process
The process of an executive agency shall

1. provide for the selection of information technoldgyestments to be made
by the executive agency, the management of suasiments, and the
evaluation of the results of such investments;

2. be integrated with the processes for making budigeincial, and program
management decisions within the executive agency;

3. include minimum criteria to be applied in considgrivhether to undertake
a particular investment in information systems|uding criteria related to
the quantitatively expressed projected net, rigkistdd return on
investment and specific quantitative and qualigatiteria for comparing
and prioritizing alternative information systemsestment projects;

4. provide for identifying information systems invegmnts that would result
in shared benefits or costs for other Federal agsmmr State or local
governments;

5. provide for identifying for a proposed investmeunaqtifiable
measurements for determining the net benefits iskd of the investment;
and

6. provide the means for senior management persofitied @xecutive
agency to obtain timely information regarding tmegvess of an investment
in an information system, including a system ofasiibnes for measuring
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progress, on an independently verifiable basigerims of cost, capability
of the system to meet specified requirements, titass, and quality.

Performance and Result-based Management
The head of an executive agency shall (1) estabbsifs for improving the
efficiency and effectiveness of agency operati@@psprepare an annual report, (3)
ensure that performance measurements (4) compavéhlerocesses and
organizations in the public or private sectorsa®alyze the missions, and (6)
ensure that the information security policies, paes, and practices of the
executive agency are adequate.

Acquisition of Information Technology
The authority of the head of an executive agenaptaluct an acquisition of
information technology includes several general sretific authorities.

E-Government Act of 2002

(From Wikipedia, the free encyclopedia)

The E-Government Act of 2002(Pub.L. 107-347, 116 Stat. 2899, 44 U.S.C. § HIR,
2458/S. 803), is a United States statute enactéaegember 17, 2002, with an effective
date for most provisions of April 17, 2003. Itstethpurpose is to improve the
management and promotion of electronic governmemices and processes by
establishing a Federal Chief Information Officethin the Office of Management and
Budget, and by establishing a framework of measilnasrequire using Internet-based
information technology to improve citizen accesgagernment information and services,
and for other purposes.
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COBIT FRAMEWORK — Executive Summary

COBIT (Control Objectives for Information and Re&dtTechnology) is an international
open standard that defines requirements for thér@oand security of sensitive data and
provides a reference framework. It is an IT govaoeastructure and supporting toolset
that allows managers to bridge the gap betweerra@aeiquirements, technical issues and
business risks. @BIT enables clear policy development and good pradtc IT control
throughout organizations.aBIT emphasizes regulatory compliance, helps orgdoizat
to increase the value attained from IT, enablematent and simplifies implementation of
the QBIT framework.

COBIT Mission:

To research, develop, publicise and promote anodtdhive, up-to-date, internationally
accepted IT governance control framework for adwopby enterprises and day-to-day use
by business managers, IT professionals and as®ipaafessionals.

THE NEED FOR A CONTROL FRAMEWORK FOR IT GOVERNANCE
A control framework for IT governance defines tleasons IT governance is needed, the
stakeholders and what it needs to accomplish.

Why

Increasingly, top management is realising the ficamt impact that information can have
on the success of the enterprise. Management expeigthtened understanding of the way
IT is operated and the likelihood of its being leaged successfully for competitive
advantage. In particular, top management needadw kf information is being managed
by the enterprise so that it is:

* Likely to achieve its objectives

* Resilient enough to learn and adapt

« Judiciously managing the risks it faces

* Appropriately recognising opportunities and agtiupon them.

Successful enterprises understand the risks arldiepe benefits of IT and find ways to
deal with:

* Aligning IT strategy with the business strategy

 Assuring investors and shareholders that a ‘stahdf due care’ around mitigating IT
risks is being met by the organisation

 Cascading IT strategy and goals down into therpnise

* Obtaining value from IT investments

» Providing organisational structures that fadiéitahe implementation of strategy and
goals

» Creating constructive relationships and effectbeenmunication between the business
and IT, and with external partners

» Measuring IT’s performance.

Enterprises cannot deliver effectively against ¢hiegsiness and governance requirements
without adopting and implementing a governanceamdrol framework for IT to:

» Make a link to the business requirements

» Make performance against these requirementspaaest

* Organise its activities into a generally accepiratess model

« Identify the major resources to be leveraged
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« Define the management control objectives to besicered.

Furthermore, governance and control frameworksbaomming a part of IT management
good practice and are enablers for establishinggdVernance and complying with
continually increasing regulatory requirements.

IT good practices have become significant duertaraber of factors:

» Business managers and boards demanding a betiten from IT investments, i.e., that
IT delivers what the business needs to enhancetstéder value

» Concern over the generally increasing level oéXpenditure

* The need to meet regulatory requirements forditols in areas such as privacy and
financial reporting (e.g., the US Sarbanes-Oxley; Basel II) and in specific sectors such
as finance, pharmaceutical and healthcare

* The selection of service providers and the mamege of service outsourcing and
acquisition

* Increasingly complex IT-related risks, such asvoek security

* IT governance initiatives that include adoptidrcontrol frameworks and good practices
to help monitor and improve critical

IT activities to increase business value and rethusiness risk

* The need to optimise costs by following, wheresgiole, standardised, rather than
specially developed, approaches

» The growing maturity and consequent acceptanacgetifregarded frameworks, such as
COBIT, IT Infrastructure Library (ITIL), ISO 2700€eries on information security-related
standards, ISO 9001:2000 Quality Management SystéRexjuirements, Capability
Maturity Model® Integration (CMMI), Projects in Ctronlled Environments 2 (PRINCE2)
and A Guide to the Project Management Body of Kralge (PMBOK)

* The need for enterprises to assess how theyeaferming against generally accepted
standards and their peers (benchmarking).

Who

A governance and control framework needs to servareety of internal and external
stakeholders, each of whom has specific needs:

» Stakeholders within the enterprise who have darést in generating value from IT
investments:

— Those who make investment decisions

— Those who decide about requirements

— Those who use IT services

« Internal and external stakeholders who providsdiivices:

— Those who manage the IT organisation and prosesse

— Those who develop capabilities

— Those who operate the services

« Internal and external stakeholders who have #ralbisk responsibility:

— Those with security, privacy and/or risk respbilisies

— Those performing compliance functions

— Those requiring or providing assurance services.

What

To meet the requirements listed in the previousiagca framework for IT governance
and control should:

 Provide a business focus to enable alignmentdevbusiness and IT objectives

« Establish a process orientation to define thegps@nd extent of coverage, with a defined
structure enabling easy navigation of content
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* Be generally acceptable by being consistent weiticepted IT good practices and
standards and independent of specific technologies

* Supply a common language with a set of terms defihitions that are generally
understandable by all stakeholders

» Help meet regulatory requirements by being cdestsvith generally accepted corporate
governance standards (e.g., COSO- Committee of s§pioiyg Organisations) and IT
controls expected by regulators and external argito

HOW COBIT MEETS THE NEED

In response to the needs described in the prewseason, the COBIT framework was
created with the main characteristics of beingitess-focused, process-oriented, controls-
based and measurement-driven.

Business-focused

Business orientation is the main theme of COBITs ldesigned not only to be employed
by IT service providers, users and auditors, bab,ahnd more important, to provide
comprehensive guidance for management and buginessss owners.

The COBIT framework is based on the following pijhe:

To provide the information that the enterprise mexpito achieve its objectives, the
enterprise needs to invest in and manage and ¢dhtresources using a structured set of
processes to provide the services that deliver rimuired enterprise information.
Managing and controlling information are at therhed the COBIT framework and help
ensure alignment to business requirements.

COBIT'S INFORMATION CRITERIA

To satisfy business objectives, information needsdnform to certain control criteria,
which COBIT refers to as business requirementsirffarmation. Based on the broader
quality, fiduciary and security requirements, sevdistinct, certainly overlapping,
information criteria are defined as follows:

« Effectiveness deals with information being relgvand pertinent to the business process
as well as being delivered in a timely, correctisistent and usable manner.

« Efficiency concerns the provision of informatitirough the optimal (most productive
and economical) use of resources.

» Confidentiality concerns the protection of semsitinformation from unauthorised
disclosure.

* Integrity relates to the accuracy and completerésnformation as well as to its validity
in accordance with business values and expectations

« Availability relates to information being availabwhen required by the business process
now and in the future. It also concerns the safeljng of necessary resources and
associated capabilities.

 Compliance deals with complying with the laws,gukations and contractual
arrangements to which the business process isaubg, externally imposed business
criteria as well as internal policies.

« Reliability relates to the provision of appropeanformation for management to operate
the entity and exercise its fiduciary and govereamsponsibilities.
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BUSINESS GOALS AND IT GOALS

Whilst information criteria provide a generic mathdor defining the business
requirements, defining a set of generic busineskl@rgoals provides a business-related
and more refined basis for establishing businegsimements and developing the metrics
that allow measurement against these goals. Eveprprise uses IT to enable business
initiatives, and these can be represented as kassguals for IT.

If IT is to successfully deliver services to suphe enterprise’s strategy, there should be
a clear ownership and direction of the requireméngtshe business (the customer) and a
clear understanding of what needs to be deliveaed, how, by IT (the provider). The
enterprise strategy should be translated by thenéss into objectives related to IT-
enabled initiatives (the business goals for IT)e3é objectives should lead to a clear
definition of IT’s own objectives (the IT goals)hwh in turn define the IT resources and
capabilities (the enterprise architecture for i@quired to successfully execute IT’'s part of
the enterprise’s strategy. Once the aligned goals lbeen defined, they need to be
monitored to ensure that actual delivery matchg®etations. This is achieved by metrics
that are derived from the goals and captured inTascorecard. For the customer to
understand the IT goals and IT scorecard, all ek¢hobjectives and associated metrics
should be expressed in business terms meaningfaétoustomer. This, combined with an
effective alignment of the hierarchy of objectivesill ensure that the business can
confirm that IT is likely to support the enterpisgoals.

Source: www.isaca.org
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Audit of Public Private Partnership projects
[Extracts from Draft Public Auditing Guidelines]
by
B B Pandit, Director General (Audit), O/o C&AG of India

= Capacity building for public auditors:

(0]
(0]
(0]
(0]

Identification of audit teams with multi-disciplinaskills and expertise
Assessment of training requirements

Training by internal as well as external faculty

Training of selected may be deputed for trainingelected SAls

= Scope of audit— to provide a reasonable assurance to all stédkefsoincluding
the government, parliament/legislatures, and thdipuhat the PPP arrangement
subject to audit has yielded value for money arat pgublic interests have been
adequately protected.

= Objectives of audit

(0]

(0]

To provide unbiased, objective assessment of whethiglic resources are
responsibly and effectively managed to achievenee results.

Audit should focus sufficiently well on the achievent of the contracted
end products, it should not stand in the way obirations injected into the
partnerships which is one of the keys to the sucoéthe enterprise.

The main objective of the audit of PPP projecttiprovide a reasonable
assurance to all stakeholders about the wisdonthfdiéness, integrity,

economy, efficiency and effectiveness of the PPRngement and to
ensure that the infusion of the private sector agento the project has
resulted in improving the value for money for tlevgrnment.

The aim is to cover all aspects of the project @mting and execution, but
without impacting the freedom and innovations binifo the arrangement.

= Types of documents to be audited

(0]

Documents regarding the project formulation, amadaiand approval,
available with the nodal ministry, promoting agency

Data and documents relating to the contract doctsnand concession
award originated by and available with the pubdicter partner

Data and documents furnished to the public secaompr by the private
contractor and available with the former for veatiion

Reports submitted by the Independent Engineersratependent Auditors
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= Access to documents and records of private partner

o0 To include a clause (pending an amendment to DPCiA¢he contracts /

concession agreements to provide for the auditsigter of the CAG for
easy accessibility to the records and data availaith the private partner.

In the normal course, all documents and data reduiy the public auditors
are likely to be available with the government dépant and the public
sector agency which promoted the PPP project.

In case any additional information is essentialtfer purpose of verifying
facts and for audit evidence, the public auditorayntake recourse to
Paragraph 169 of the CAG’s Regulations on Audit Aodounts

If the audit is being undertaken under SectionY0o( (2) of the DPC Act,
and the body to be audited is either a joint ventwith minority
participation by the public sector agency, the 8Bancissued by the
President or the Governor, as may be, shall includéause requiring the
body to make available all data and documents sétpned by the public
auditors.

= Audit planning

O O O0OOo

(0]

Collection of data and information on PPP projects

Selection of PPP projects for audit

Preparation of the audit plan

Seeking the cooperation of the private partner elé @ public agencies to
the PPP arrangements

Engaging external experts

= Audit methodology

(0]
(0]

(0]

Has to be innovative

Approach to audit should be dovetailed keepingi@mthe different types
and categories of PPPs

To be devised to suit the requirements of the idd& projects under
scrutiny

= Coverage of audit (sequential approach)

OO0 O0OO0OO0OO0O0OO0OO0OO0Oo

Audit of bidding and evaluation

Audit of project formulation and approval
Audit of concessions and concession period
Audit of risk allocation

Audit of financial risk

Audit of viability gap funding (VGF)

Audit of tariff/toll/user charges

Audit of total project cost

Audit of construction of the project

Audit of monitoring of the project construction adies
Audit of commercial development
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(0]
(0]
(0]

Audit of operation, maintenance and developmentcatiéction of revenue
Auditing PPPs for value of money (VFM) evaluation
Audit of valuation of assets

[lustrative checklists/criteria on each of théa@ve are provided in the guidelines]

= Audit findings, reporting and recommendations

(0]

In respect of PPP projects, the important principléo bring out in their
reports,what have been achievedther tharhow it was achievedtly the
private partner responsible to construct and mattegeroject.

The focus of the audit reports will be the reviefaend results rather than
thehow of achieving them.

Audit examination should not focus on narrow coasations on what went
wrong; but must disseminate the good practicesdnoiging the audit
scrutiny for the information of all concerned.

Major audit findings should be presented in thet Exinference.

Auditors do not focus only on technical issueshattisk of neglecting the
social and economical effects of PPPs; they shalsld verify whether the
project has met with those objectives in letter syidiit.

Public auditors should not give the impression thay are against
reasonable and calculated risk taking by the puaator partner.

Though there may be no occasion to comment on Bfe policy as such,

the impact of the policy on the project developmamd management and
on the user community may be highlighted in appetercases, with

supporting evidence.

Recommendations should not be routine and must thelpublic partner
concerned to implement the project in the bestipublerest.
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Business Models in e-Governance initiatives and Aitdssues

by
Neelesh Kumar Sah, Director (IT Audit), O/o C&AG of India

IT implementation in various organisations is allmo@mmon place today. Every part of
the government is out to make use of the benefitd.oBut most of the times the government
departments agencies etc are not as equippednis tafrexpertise, know-how and means to plan,
organize, implement and sustain an IT effort. Thas prompted the governments and the
departments to adopt novel means for the IT impleai®n and support. Various possibilities
available to the Government have been from Outr@bwernment owned and controlled to PPP,
Outsourcing and finally complete privatisation.

More often than not, such means have hovered artunmd®PP model, i.e., the Public
Private Partnership and outsourcing. We all wowddehheard of the term PPP since long...when
the attempts at roping in large investments inotegifunctions were made. In 1990, investments in
Power sector were sought through this route. Sityjlan large infrastructure projects like the rail
road, bridge and construction, PPP have been esstot In most of these, it has been done
primarily to bring in Private investments and theioject management which is presumably
efficient. The PPP in IT implementations comes ithva twist. Here the focus is not as much on
investments as on gathering the expertise on ITaasdciated ‘complexities’ which is more often
not available in the Government sector.

The key characteristics of PPP are:

» Private Execution & Financing of Public Investment

* Private Provisions of Services

* Private Risk

*  Whole-of-Life Perspective

» Typically, PPPs have a design-build-finance-opesateeme, as opposed to design-build
only which is common for traditional public invesnt, but there are many other variants

The various forms of PPP typically are:
» Joint Ventures

«  BOO model
e BOT model
e  BOOT model

* Private Initiatives model and
» Partial Privatisation model through partnering vétrategic investors

Outsourcing may be considered as one of the kifdBRF® where most of the risks are
transferred to the outsourced party, however, twegment retains its rights of ownership of data
and application systems.

To make such PPPs work, across the country, vammy&rnments have been evolving
different mechanisms.

One of the most common structures in the State Bovents is to create an autonomous body
within the state apparatus that is referred taafor IT implementation by the state departments. In
a few states, state level societies have beenecresliich get into outsourcing contracts for the
delivery of various services to the citizen. Howeuwbde common thread in all the above is that
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these bodies are utilized to rope in the partnageuthe umbrella of PPP initiative or they go in
for outright outsourcing. This diffused manner efiéce delivery has its own risks. They can be:

* The PPP does not necessarily improve efficiengyovide value for money

» Fails to adequately transfer risks to the privetsga

» Avoids disciplines of the budget process- off budgeatment

* Very complex contracts-can be difficult to get thght balance on contract specificity
* Procurement can be lengthy and costly

* Inlong—term can be relatively inflexible structure

» Service delivery to the citizen at ‘real’ low cdmstt actually realising arbitrary revenue.

Audit has accordingly relevance and role in lookegthe PPP models in the IT sector
critically to ensure that the intended benefitgm citizen are actually delivered.

Among the above risks, the risk of non transfeinadequate transfer of the risks to the private
sector is often the case. It may happen that testdelivering the citizen services through the PPP
mode, the service delivery remains confined toutiian major cities and does not get distributed
across the state even though this was built iredtisiness model. Thus the government continues
with the risk of being burdened with providing Sees to the remote or ‘not so viable’ areas. This
may involve creation of an IT infrastructure andeav application altogether by the states leading
to problems of integration.

The discipline of budget is definitely at risk asseen in the mode of creation itself when most
of the autonomous bodies created are put out of ambit of audit and thus avoid the
accountability to the government. The autonomoudidso are even created as societies with
subordinate level societies at the basic levelthefgovernance. The societies may carry out the
functions of the government but do not have anyoaetbility to the government being put
beyond the audit ambit through the statutes crgakiem.

Sustenance of any IT initiative will depend on thtinct roles and responsibilities on both the
partners. However, the IT contracts and the dedivess are not adequately measured up with
adequate safeguards for the government. It willdmamon to find failures in IT projects when one
of the partner pulls out, which is normally thevate partner citing reasons of non performance by
the government partner. In fact in many situatitims service delivery is itself not so easily
measurable. This may compromise on the adequagtsie¥ service to the citizen. It is important
to see here as to what the private partner hasipednand what happens when the partner fails to
deliver on that? The issue is not just to blacldistevy penalties on the private partners bute® s
how the service delivery to the citizen is enstred timely manner and it is not so bound to the
failure of one partner. Absence of a mechanism d¢mitar the SLA (Service Level Agreement)
performance does inhibit any concerted effort tmee due performance.

The issue of the ownership is still to be adeqyateldressed. Most of the government
organisations are content with the provision ofviseis but do not ensure adequate business
continuity in the event of the failure of the servprovider by not insisting on the ownership right
on the data, the application and the source codes.

The procurement in the PPP could be lengthy ifgieeurement process of the government
and the private partner is mixed up. It is importaat the efficiency in the process is ensured. Bu
if the ownership is that to be of the governmerdarma specific arrangement, then it is imperative
for the government also to be a party to this pgecén such a scenario, does the government
become dependent on only the advice of the paninisrcapable of assessing the requirements and
the RFP (Request for Proposal) appropriately vélbb issue.

As is the example in many implementations in theegoment, the actual users are not
adequately trained in IT implementation in PPP notleat envisage the operation of the system
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for some time. The absence of the experience de&e rhdifficult for the government to take over
the projects. Further, continued dependence couplédthe ownership or possession of source
codes, application and data makes it difficulttfer government to manoeuvre.

A few of the revenue models are the fixed cost rhagier charges model, revenue sharing
model and the entrepreneur model. In most of tisesthe private sector partner are offering the
services to the citizen at certain cost which titezen considers to be cheap in real terms.
However, this compromises on the right of the eitizo be able to get such services on demand
and free of charge or least/ minimal charges. Saizhation may exist in contravention of Act/
rules/ regulations of the government without anydifications to them being even proposed. This
further makes the IT service delivery mechanismsuoh cases unresponsive and compromise on
the accountability to the citizen. Further, theimas revenue models, especially the user charges
model or revenue sharing models have the risk dfreotly increasing the burden on the
government when the users of say an e-procurenystens build in the costs that they incur in
their bids, thus increasing the project costs #reybidding for.

The issue of the security of the data and apptinatin the hands of the private partner is
another issue meriting attention. In many casesyay be found that the organisations have not
enforced a non disclosure agreement and have mi¢d®ut a screening of the outsourced staff.
This not only compromises on the security and gafdt data and applications but also on
transparency and poses risks of corruption. Datibagplications for the service to the citizen are
owned by the government and the rights of the gowent on the same need to be exercised.

Ultimately, it is very difficult to assess the valuelivered through such partnerships in
absence of pre-determined criteria which could traa€le it possible to compare the pre and post
implementations. Also the implementation throughadicular route can not be evaluated as easily
either. Efficiency in an IT implementation is inyacase difficult. And then to assess or compare it
with a particular model vis a vis any other, indghglthe own effort of the government, is very
difficult.

Some of the issues of the outsourcing in an IT emgntation have been addressed in the
Audit and Accounts Regulations 2007 of the Comp#roand Auditor General of India in its
chapters on Audit in IT environment and the Audiideénce. However, in light of the discussion
above, it will call for application and involvemeot rigorous and innovative methods of audit to
address the need of the hour.

IIII_IIIIIIIIII_II!II.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
(The views expressed in this article are persantle author)
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Overview of selected IT Audit Reports

Information Technology review of SETU (Integratetizen’s
Service Centres)

The audit of SETU IT system conducted between Fara006 and June 2006

Introduction about SETU

With a view to harness the benefits of Informatibechnology (IT) for Effective and
transparent functioning of the administration, Goweent Decided (August 2002) to
provide different services to citizens through &ah bbased project SETU (Project)
connoting a ‘Bridge’ for connecting Government twipeople. District Level SETU
Societies (DLSS) registered under the SocietiessRagon Act, 1860 were to engage
software development agencies(Agencies) on thecipien of Build-Operate-Transfer
(BOT) for front-end manual activities such as issieblank application forms, stamp
papers, scrutiny of documents attached with thdiagns, ensuring availability of
required information and generating receipt of ejapions through software.

Non-implementation of all the phases of SETU

SETU was to be implemented in four phases. Iratisence of phase-wise
benchmarks/time limits as of June 2006, the SETitdres were providing the services
envisaged in the first phase only.

Absence of uniformity in software

Instead of developing common software, differerdkband soft wares for databases were
in use in various SETU centrd¢on-development of uniform software by State Level
SETU Society resulted in failure to provide envesdgnformation at apex level

Processing controls

Due to absence girovision for generating Token numbers for executibaffidavits
(Nanded and Kolhapur), non availability of auditils to trace the transactions, Generation
of Affidavits without photographs the correctn@ssssue of affidavits and charges
collected therefore could not be ensured.

Non-availability of source code

As per agreement the source code of the applicatdtware would be the intellectual
property of the societies. However, none of the Bltad obtained the source code for the
SETU system in operation from the BOT agency. Thishamper the business continuity
of the system.

Excess Collection of fees

SETU Centres collected fees for the services ireex®f the notified amounts by the
Government. The increase of the fees in some ofliteicts was adhoc. Citizens were
charged more for issue of various certificates tti@nrates prescribed by Government,
which led to excess collection of Rs 22.09 lakhmfraitizens by Collector, Thane

Unspent balance of fees with SLSS
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SETU system was operated on the principle of BOTpbyate agencies. Government,
thus, failed to ensure service to citizen at a ¢tmst. The role of DLSS in maintaining the
SETU system was, thus, reduced merely to collecsieryice charges from citizens.
Government had also directed (August 2002) thaefl@entof the collections made by
the DLSS were to be transferred to SLSS. It wases! that the SLSS had Rs 12.96 lakh
as of May 2006 towards the transfer of service gémrby six40 Collectors to SLSS
through DIT.

Information Technology Audit of eSeva —an e-Govaosa
initiative by Government of Andhra Pradesh

Audit was conducted in 2002-03
Main thrust of audit report

Though Government launched a unigue and conceptaajbod project to put e-
governance into action to provide a large numbesewices to citizens on one-stop-shop
basis, the project suffered from lack of transpagennefficient and ineffective
implementation largely due to unpreparedness op#réicipating departments and
inadequate coordination.

About the system

“Twin Cities Network System” (TWINS) renamed aSeva .in 2000,developed as part of
e-governance to provide speedy services acrostitger by integrating several
departments was implemented on Build Own OperadeTaansfer (BOOT) basis under
Public-Private Partnership model where Governmentldvprovide civil infrastructure

and private operator would provide IT infrastruetur

System Development issues

*  Feasibility study was not conducted before impletingrthe eSeva project and as a
result, the suitability of the solutiarould not be assessed by the Government

e Though bids were invited (June 2000) for selectimg operators for the purpose, all
the centers were entrusted to only one operattowitassigning any reasons thereby
probing for better services to citizens through petition could not be achieved.

* Access to the systems was ad hoc on day to day éggosing itself to high risk of
lack of accountability.

*  System was implemented with out System requirersieiaty and everything was left
to the discretion of operator exposing the projederious risks of scope creep

Lack of system documentation policy
* Adequate documentation did not exist for any ofdbpects relating to software,
hardware, network, error handling, etc. with tHeewa.

Security of data and business continuity of the system
*  There was no documented well-defined procedurerating user accounts.
* Adequate user account management system was plaicie.
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* The data not being transmitted in an encrypted foetween e-Seva centres and data
centre.

* No alternative site had been identified for datatieactivities in case of any disaster

I nadequaciesin e-payments module

No evidence of periodical penetration tests to ensacurity of the system conducted was
available with e Seva.

Non-provision of audit trail.
Audit trail was not provided in e Seva thereby esipg the project to risks.

Information Technology Audit of e-Procurement indkma Pradesh

The Review of the performance of the Tender Managgn$ysteml -Component of e
Procurement application was conducted (Januaryy-2006)

Introduction:
The State Government, as part of its e-Governanuéatives, implemented e-
Procurement, for procurement of works and produgs#ng Information Technology.

Audit findings

Fund Management

As per the Government guidelines 50 per cent okétReocurement Fund charges collected
by APTS, a state PSU, would be spent on the respdaepartment’s IT initiatives and

the remaining 50 per cent retained to sustain euPemnent project. However, there was

no information available with the IT&C departmemt the actual expenditure incurred

from this Fund.

Programme implementation

As of July 2006, two years after the orders passethe Government to all deparments
PSUs etc for using the e-procurement platform, oh®/ out of 30 Government
Departments, 15 out of 36 PSUs, 58 out of 134 Ultharal Bodies and five out of eight
Universities were using e- Procurement.

Contractor’s database was not updated renderingutoebid module ineffective.

Conflict of Interest

Despite PWC being a partner to the technical bidneafter the selection of the vendor,
Government continued to involve PWC in all critieaéas like reviewing price structure
and the future business model.

Intellectual Property Rights

Government was not having its proportionate shaee the Intellectual Property Rights
(IPR) of the TMS application despite sufficient trsution towards domain expertise for
developing the tender management software.
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Escrow agreement

The source code of Tender Management Software efaisunder Escrow agreement so as
to safeguard the interests of the Government. Hewdhe full functionality of the TMS
software had not been ensured before creating emo\Esccount.

Business Continuity Plan/Disaster Recovery Plan

As of July 2006, BCP/DRP document was not apprdmethe Government. It was also
observed that the backups were taken on disksaithgtkon tapes. Thus absence of a
BCP/DRP system was at risk of losing importantiinfation.

Departmental Admin User ID operated by Vendor
It was noticed that all the departmental admin UBsrDepartmental activities like
creation of users, updating departmental masterset were done by the vendor.

Security Audit

The security audit of e Procurement platform wetsto be conducted as of July 2006.
Consequently, the e Procurement platform was noghesed for the projects taken up
under World Bank and other multilateral bank loasistance.

Public key infrastructure (PKI) implementation
Audit trail was lost as the decrypted signature stased replacing the encrypted one.
In 2/39 cases digital signature was blank where pricedbtd was stated to be digitally
signed.
Audit Module
The Department was not having control over theesysis
* The logs maintained were inadequate and incompletspect of the activities of
the administrator.
» The ‘Access Control’ software was not activatecisao contain possible misuse
of system by the Administrator.
» the Audit logs were being reviewed by the vendselftand were retained for a
period of six
months only.
Possible Cartel formation not ruled out
In the absence of electronic payment gateway sesyibe payments were made manually
to the departments. It was seen that though #wtrehic bids submitted by the suppliers
ranged from 20 to 60 per NIT, hard copies of tiledmcumentation were actually
submitted in most of the cases by one to threedb&dfibr opening of the price bid
indicating even the cartel formation is not ruled.o

Information technology review of e-readiness of &wovnent of
Jammu and Kashmir

Government of Jammu and Kashmir took various e-@wree initiatives in the State
during the last decade with the objective of usinfprmation Technology (IT) in the

process of Government functioning and to bring absimple, moral, accountable,
responsive and transparent governance to its e#fiz€he IT audit conducted between
February and June 2007 covered the IT environnmrerthe Department of Information

Technology.
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Audit Findings
Absence of planning

The DIT had not formulated any short or long tertructured IT plan fulfilling the
Government’s mission. The Information TechnologyitUoreated after four years of
conception of the e-governance initiative, remaingtiout identification of any roles and
responsibilities for about two years (1998-2000)

Due to lackadaisical approach, the pace of impleatem of IT initiatives has been tardy
with no visible change in the IT scenario of that8t despite the DIT having been in
existence for almost a decade

Unplanned implementation of IT within Secretariat

* The software package (SKIMS Triple Plus) developgthe TCS for the State of
Andhra Pradesh was accepted by J&K Government ®is"dasis without
ensuring its customization as per the requiremefntse State.

» Out of 430 applications in the package only 274enagplicable to J&K

» Of the 274 applications, only 18 were identifiecdb@wimplemented ‘as it is’ and the
balance required customization which was pendingg 2007).

» Out of 18applications, attendance module was tiheagpplication put live.

» The agreement with TCS provided for only the Gaglyasis of the software and
other applications required to be developed asgiaistomization vide GAP
analysis report were not developed (June 2007)

Citizen Centric Services

As per Content Development Plan about 20 citizenreeservices were identified to
cater to the information to local populace at bl@kel through the Community
Information Centres.

However, except for information d#iaj pilgrims and data on Below Poverty Line
population, no other services were made availdisteugh them.

Establishment of Jammu & Kashmir Wide Area Network (JKSWAN)

The efforts to establish (March 2000) a State wieisvork (JKSWAN) that would serve
for egovernance did not materialise since the gowent had not taken any follow up
action.

Non-utilisation of funds received from GOI

The GOI provided assistance under National e-Garera Plan (NeGAP) for (2004) ten
Projects within the domain of State Governmentlieitly meant for capacity building
through which business process re-engineering éiahwiability and change management
aspects of e-governance project were to be prowtaiedt during conceptualization and
development phase. Only miniscule fund could biezati. Further, the Central Assistance
received during 2005-07 was surrendered by the (Bavent in 2006-2007

Efforts for realising policy mission on e-Governanaid down in the IT policy of the

State for encouraging e-tourism, e-health and ergeroe in the state were yet to be
initiated.
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COMPUTERISATION OF EMPLOYMENT
EXCHANGES

During the Eighth Five Year Plan period, GOI intnodd a centrally sponsored scheme for
computerisation of employment exchanges in phasather Computerisation of 40
employment exchanges in the state was taken ug atih network connectivity and the
work was entrusted to the Electronic Trade & Tedbgies Development Corporation
Limited on turn-key basis.

The IT audits were conducted during June--July 20Q@rala) ; June 2004 and March
2005 (West Bengal) ;and December 2005 to April 20@&harashtra) .
The main audit objectives were to evaluate:

« the efficiency and effectiveness of the system

* the completeness and correctness of data

* the generation of employment statistics

« the adequacy of security controls to ensure thegiity of data.

Issues highlighted in the reports

In West Bengal as on the date of audit
» the computerised system installed in the employregnhanges were found lying

inoperative for more than 3 years (as on March52@ing to abandonment of
work by the vendor and a default timer based logglanted by the vendor.

In Maharashtra, as on the date of audit
Earlier package with Oracle implemented during 299{expenditure of Rs 2.06
crore) was left incomplete and the later packaggd® Mitra’ developed (2001-
02) in DB2 continued to have the same deficienafdale old package also.

In Kerala, as on the date of audit
Timely delivery of the software by NIC was not ered due to the absence of any
agreement with specific time frame and that leddlays in implementation.

Lack of documentation on system development
In all the states
1. No documents relating to the system were available.
2. User requirement specifications (URS) and systequirement specification (SRS)
were not available
3. No user manual had been prepared

In the absence of proper system documentation wieean-line operation stopped
functioning in eighteen employment exchanges intvBesgal, the system could not be
made functional.

Design and functional deficiencies in the system
In Kerala,

» The modules relating to registration, renewal apdé of registration were bot
being used properly thereby leading to risk of pagtrunemployment assistance
and sponsoring the same candidate repeatedly.

In West Bengal,

» No unique code had been designed for the employm@ttanges.

» No provision for data entry in respect of vocatiamaining facilities.

» No provision for identifying the employment statifghe registered candidates
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In Maharashtra,
» The details regarding candidates getting placemeamployment were not
entered in the system.
» surveys to identify the employdrad not been conducted since the last five years
for better coverage of the employers
Input controls and validation checks

The systems in all the states had deficient Inpatrols and validation checks which made
the data incomplete and unreliable.

These discrepancies were likely to result in grantindue seniority benefits.
Following were additionally observed in Maharashtra

Access controls

A generalized user ID and password was known tthalbystem users to access
the data, thus, the accountability was blurredifoot be ensured.
Audit trail

Audit trails available in the system were not inedk

LOCAL BODIES

Information Technology (IT) Audit of Property Tapg@lication in
Navi Mumbai Municipal Corporation(NMMC)

(Audit Report (Local Bodies) for the year ended March 2006)

The general objective of the computerization ofpgrty tax functions was to reap the benefits
of information technology to improve operationakfpemance besides providing error free
and better services to the tax payers. Howevem efter nine years of computerization,
NMMC could not evolve an error free application. NI@ did not maintain proper input
records to support data entries relating to ass#smIt was seen that standard input
documents/ forms or a standard process were nagheed to enter information into the
system. It was also found that classification afparties, essential for calculation of tax with
respect to the usage and property structure wasarcgctly captured in the system. Lack of
sufficient input controls along with inadequate riboring resulted in incomplete and incorrect
database. This led to irregular fixation of ratealdlue and non-adherence to the conditions of
minimum rateable value, there by impacting theemibn of revenue. MIS reports in respect
of demand and recovery were not designed in thécapipn. Receipts entered in the system
were not reconciled with manually reported totalseived from banks/ward offices indicating
poor management controls. Poor security controts lank of audit trails made the system
vulnerable to unauthorized manipulation.
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Computerised Billing and Collection in the Chenktatropolitan
Water Supply and Sewerage Board

(Audit Report (Civil) for the year ended 31 March 2005)

» Incorrect adoption of ‘Usage of a Property’ (dorfestommercial, etc.) having a
bearing on the calculation of Water/Sewerage Clsamggulted in short raising of
demand.

» Failure to adopt the latest Annual Value of propesthich is the basis for demanding
Water/Sewerage Tax resulted in short assessmdiaxof

» Assigning of more than one Identification Codehe same assessee resulted in raising
of demands against both codes and artificially ingghe accrued income of
theBoard.

» Incorrect posting of collections, non-withdrawalopédits posted for cheques that
were subsequently dishonoured, etc., resulted énstatement of the demands raised.

» Lack of controls to ensure complete transfer ofaipd data from the Corporation
relating to Annual Value of assessed propertieglies in under assessment.

» Due to non-matching of assessee codes betweerotper@tion and the Board,
upward revision of annual value of properties cowdtibe entered into the Board's
computer system.

* The Board raised demands on eligible assessen tlt assessee list

EDUCATION

INFORMATION TECHNOLOGY AUDIT OF THE
DIRECTORATE OF EDUCATION

(Report on Government of NCT of Delhi of 2008)

The MIS system which was one of the biggest initéest of the IT processes of the
Directorate of Education, Delhi, had been fountidee weak input controls and
validation checks which had considerably limited thility of the system. The planning
for the system requirement was deficient and féégistudies were not done before
undertaking the project. This also resulted in abseof audit trail as it would have
required more resource. Deficient planning had mtsat there were integration issues
among various modules. There was an unacceptaldedémanual overrides which
affected the integrity of the data. Due to deficies in modules the Directorate had to
resort to manual interventions leading to riskthendata integrity apart from duplication
of work. Thus the basic purpose of modules waserotg served.

IT SYSTEMS OF ORISSA PRIMARY EDUCATION
PROGRAMME AUTHORITY

(Audit Report (Civil) for the year ended 31 March 2007)

Review of different IT systems developed by the BRElisclosed deficiencies in the System
Development planning when adhoc and arbitrary apgres were adopted. There were
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various rounds for the collection and feeding afada a computerised system but each was
marred by the improper planning like incorrect saming of the acquisition of hardware and
software, deficient system and database designglesse resulted in the incomplete capture
of information. The systems developed also hadcigfi application controls leading to
incorrect data in the database. Thus the relighit information in the databases was
questionable. The system was developed with the tdecapture information using the ICR
technology. However, the controls on the input tigfothe ICR could not be exercised leading
to incorrect inputs into the database. Moreoveg, tise of the ICR technology itself was
questionable as it was a costly alternative and admpted through a justification which was
on patently incorrect basis. Further, more thanl|@d records pertaining to childless
households were collected and input into the sydeading to excess expenditure. Thus
adoption of ICR technology led to development ofusmneliable, inconsistent and erroneous
database of children at a cost of Rs 5.05 crormguPCC-2005. The CTSVU-2006 system
developed at a cost of Rs 2.76 crore to rebuildddiabase of OCC-2005 also failed due to
defective software, absence of supervision and tmong. Due to faulty planning,
implementation of EPIS and the GIS remained incetepl as well, overshooting the
scheduled dates of completion after incurring exjtene of Rs 2.64 crore.

RAILWAYS

Computerised Passenger Reservation System of direnin
Railways

Audit was conducted in 2007

Audit findings
Deficient acquisition and maintenance of hardware

The terms of AMC regarding maintenance of minimuir@®per cent of spare modems
and multiplexers (MUX).were not followed and resdlin inconvenience to the public.

Deficient system design

* The PRS had a number of deficiencies, which posedmly operational
difficulties but also a higher risk of security disethe manual interventions
required.

* Manual intervention and issue of blank paper tiokas$ resorted to in case of a link
failure before printing the ticket,

» The facility of current day reservation was notikalde on some locations were
done manually.

* Though the problems in the system existed for rnttwaia three years, they were not
rectified.

» Coaching Refund System developed for granting sun cases where passengers
failed to turn up or discontinued journey which was possible through the PRS
was not fully integrated with PRS and as a resiuét,operator had to toggle
between PRS and CRS to process refunds.

» Concession codes for all the categories of passemgere not provided in the
system
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* no provision was built into the system to book sachcessional tickets like
concessions were admissible for the escorts ofl laitd mentally retarded children
below the age of five.

» the slip coaches/trains resorted to ,where ther@airect trains from originating
station to destination stations were not definethénsystem

Booking quota

Various quotas for accommodation in trains weregmoperly managed resulting in
decrease in availability of seats, which resultedamly in loss of revenue to the Railways
but also provided scope for malpractices.

Booking of accommodation on fictitious names

many passengers were found to be booked with sietijgg names and with such
passenger names as ‘TBA’, ‘ANKL’, ‘PTY’, ‘Cricketigyer’, ‘Railway courier’, ‘PayBill
Clerk’ etc., without indicating ages.

Deficient controls for generation of pre-bought tikets

For journeys involving more than one lap, the PREndt check whether the scheduled
arrival time of the first train was prior to thepdeture time of the second train before
issuing the pre-bought ticket for the second lajpofney.

Non-allotment of vacant berths earmarked for tatkalquota
vacant berths earmarked for Tatkal Quota wereeletsed to the waitlisted passengers,
resulting in under-utilisation of accommodation awegriving the needy passengers

Distance between stations
The distance for the up direction was differentrfrtihe distance for the down direction

Allotment of same berths to different passengers

» same berths were allotted to different passengetisebsystem

» berths were allotted through current booking agdiesths already booked
Incorrect setting of train status

As refund amount was calculated on train stagetting the status at the appropriate time
was very important. There were discrepancies naficeetting the status of some trains

Compactaccommodation

System at the time of final charting, in a singNR ticket containing 5 passengers, four
confirmed passengers were given berths in one cadhhe RAC passenger was
accommodated in another coach without giving comaacommodation, despite
availability of vacant berths in the same coach.
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Unreserved Ticketing System in Indian Railways

The existing railway ticketing system software njnfecalable Modular Advanced Rail
Ticketing System (SMARTS) which was implemented 989 over IR for issuing
unreserved tickets was replaced with (2001-02) & Sgstem -Unreserved Ticketing
System (UTS). UTS has since been replicated inhallzones of Indian Railways. UTS
provides the facility to purchase unreserved tigskbéree days in advance of the date of
journey

Audit/Review of the UTS system conducted during 2@
Audit findings
Implementation

* The implementation of UTS in 12 out of the 16 zowas running behind Schedule
on account of inordinate delays in acquisition afdware

» Despite the known vulnerability of manipulation vidot matrix printers by the
booking clerks and inherent advantages of haviegnhl printers, IR proceeded
with bulk purchases of dot matrix printers acrdsga@nes. Instances of
manipulation of tickets generated through UTS vedready noticed in ECR, NR
and WCR.

Deficient communication network
* Though communication link failures in the chanraisvided by BSNL/MTNL
were extensive, IR did not have any mechanism sorenminimum guaranteed
efficiency of leased lines.
* |IR’s plan of providing thin clients in smaller stats experiencing frequent link
failures has remained unachieved even after a lafpsleout five years.

Deficiencies in system design

» Provision to issue concessional tickets like /stus/industrial workers traveling in
group, Teachers honored with National Awards wertemade in the system.

* no provision to issue circular journey tickets tspengers.

* no provision for cancellation of un-travelled portiof a ticket

» The system does not provide for issuing a receiptlerkage charge when
unreserved tickets are cancelled

* No provision for realisation of the cancellatioraches of UTS tickets
subsequently reserved through Passenger Reser@tstem (PRS). These jobs
were done manually

* No provision to account for the cancellation o0 Ji&r cent concession vouchers
such as military warrants etc

» UTS was generating incorrect accounting reports

» UTS also restricted the maximum number of passengarticket to four which
was of inconvenience the passengers.

» UTS has not yet been integrated with other accogrgystems like AFRES.
Therefore online information of UTS earnings or @epienment of UTS earnings
over different zones could not be provided throUdis
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Inadequate disaster recovery and business continyitarrangement
* A disaster recovery and business continuity plas ma formulated
» Although back up servers were available, the mashanf accessing the back up
servers and the data stored in them were not téseihg to operational problems
» Off site storage of data were also not providesime zones

Inadequate physical access and environmental contigo
» no effective mechanism to restrict unauthorisedyent
» At many locations, the booking offices were promevater seepage.

Inadequate logical access controls
The IT security practices were deficient with inqdate physical and logical access
controls as a result of which the system was exposainauthorised access and the IT
assets were not adequately protected
» IT supervisory privileges were carried out by tlieking clerks
» User IDs of clerks, who went on long leave or weaasferred to another booking
location or retired from service were not blockediéted and the system was
therefore prone to unauthorised access.
» As against the requirement of the length of pasd&/¢.0 digit alphanumeric
characters). The system accepted only the 6 daithe maximum
* no restriction on minimum length of passwords passgw
* passwords were not changed since installation & UT

Deficient change management
Changes to be made in the software were not arthfyeperly and often implemented in
correctly.
* When the second class fare was reduced by one (Lpg&il 2007) the changes
were incorrectly made to reduce the fare of sugetfains also.
» The changes in tariffs were not carried out ingy&tem in a timely manner
resulting in improper levy of fares from passengers

Inadequate training
* Most of the users in SWR were not trained and ifFREraining was organised
for a very limited period

Inadequate validation control for tickets
System allowed

» issue of advance journey tickets for non-suburliatiosns for distances less than

200 Kilometers which was not permissible

» cancellation of non-suburban tickets even aftezdtrours of departure of last train
The rule itself was prone to misuse and fraudsage®f un reserved tickets issued for
short destinations where a passenger could peti@gpjourney in the morning and return
to the ticket issuing station the same day andedahe ticket

Inadequate validation of fares and distances
» Differences in the distances recorded betweerostin the route database as
compared to the actual distances which led to whdege / overcharge of fares.

» Discrepancies were noticed in the distances betweesame pair of stations
resulting in irregular computation of fare.
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Inadequate validation of routes and blank paper ti&ets
» Several routes were not defined in the databas¢hemnefore the journey tickets
could not be issued for many stations through yiséesn
» Blank paper tickets were also issued for statiohesg routes were not specified in
the system.
Inaccuracies in database

Station names were duplicated with different statiodes, stations were wrongly
specified and the database contained various ifgtensies casting doubts on its
reliability
» the minimum age for availing senior citizen congassvas recorded as 12 years
» Daily statement of cancelled tickets generatedaditARy stations and zonal levels
indicated variations.



National Seminar on e-Governance, 21-22 July 2G@@ptroller and Auditor General of India

52

Summary of audit findings relating to IT Audit of Computerization of Land Records

IT Audit

Major Audit Findings

Computerisation
of Land Records
in Tamil Nadu

(Audit Report
(Civil) for the year
ended 31 March
2003)

Against a period of three
years fixed initially for
the completion of the
scheme, it was extended
repeatedly without
adhering to the target.
The scheme is still in the
initial stage even after
13 years.

The data computed by the
external agencies were
with lot of errors. To ensure
correctness of the data a
fresh check-list was
prepared and the process
of correcting the errors
were commenced in 1998
and still going on and only
65 out of 206 taluks the
process of correction is
complete.

The system was not
provided with adequate

controls to ensure
completeness and
correctness of data
rendering the  data
unreliable. Land Taxes
were incorrectly
projected. Categories

and types of land were
not correct. Government
lands were declared as
private lands and vice
versa. Names of
property owners were
left blank.

71 per cent of the
records required
correction, as the
relationship (like son of,
daughter of, wife of,
etc.) was captured

incorrectly. In many
cases relationship field
was blank.

“Bhu Abhilekh”
system in
Madhya Pradesh
(Audit conducted
from March 2006 to
August 2006)

Computerisation of land
records was not vyet
complete as RORs were
still being issued to
landowners in
manuscript.

Updation work of database
was not carried out in
18440 villages due to
diversion of services of
EDP staff and because of
lack of monitoring.

Discrepancies were
noticed in the database
due to absence of input
controls and lack of
proper validations at
tehsil levels.

There was lack of
general IT controls in
the absence of any IT
policy/ strategy in the
department.

‘BHUIYAN’ in
Chattisgarh
(Audit conducted
during April 2006
to July 2006)

The department failed to
utilize Central assistance
of Rs.6.24 crore,
Rs.1.57 crore received
during 2001-02 was
diverted for purposes
other than specified in
allotment, Rs.4.40 crore

Avoidable expenditure of

Rs.24 lakh on software,
unfruitful  expenditure of
Rs.22.57 lakh on
hardware, diversion of
hardware to ineligible
persons was  noticed.

Undue benefit of Rs.2.47

The system was not
provided with adequate

controls to ensure
completeness and
correctness of data
rendering the data
unreliable. The
department did  not

The data computed by
private firms were with
blank fields and full of
errors due to this
system was fraught
with risks of generating
incorrect ROR. Further,
invalid coding, variation
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was irregularly drawn | crore to private firms for | prescribe adequate | in ported data, double
and kept in cash/|data entry operations, | controls in the system | account and
savings banks account | unfruitful expenditure of | design. Trial run and | inconsistencies in
to avoid lapse and|Rs.1.29 crore on final | testing of the software | subsidiary files was
utilization certificates | printouts of khasra and |was neither conducted | noticed.
were furnished even | khatauni, and infructuous | nor documented. There
after having unspent | expenditure of was no built in control for
balances. Rs.45.68 lakh on validation of data for
digitization of cadastral linking it with the
maps was noticed. provisions of land
records.
Computerisation Lack of definite time |Lack of documentation - | Delay in capture and | Deficiencies in

of Land records
in Maharashtra
(Audit conducted
from May to July
2004)

frame. The GOI which
financed the project or
the  Government  of
Maharashtra (GOM)
which implemented it,
did not set any specific

target date for
implementation of the
project..

Neither user requirement
specifications were framed
nor had NIC done proper
system study/analysis and
prepared System
Requirement Specification
(SRS) report for software
for acceptance of the
department

lack of validation of
data- The  software
developed by the NIC
did not cater to the Land
Information System (LIS)
required by the
department as it was not
user friendly and the
system did not provide
for constant updating
and manipulation of
data.

database design and
application software-

Non-capturing of the
earlier entries
pertaining to  7/12

extract in the computer
resulted in denial of an
essential facility
available in the manual
system. There was no
control to ensure that
the areas of all the
subdivisions were
captured correctly in
the application
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Computerisation
of Land Records
in Tripura

(Audit Report for
the year ended 31
March 2007)

Lack of definite time
frame and effective
monitoring led to

indefinite delay in the
implementation of the
scheme. Tardy
implementation was
evident from the fact that
the  scheme,  which
commenced in 1991,
was not yet complete
even in the pilot district.

Due to lack of validation
controls, program error,
lack of interrelation among
various tables and faulty
data type description, the
consistency, integrity and
reliability of the data had
been compromised.

Mouja-wise total area of
land available in manual
records did not tally with
Khatian-wise total area
of land and plot-wise
total area of land
available in the
database. Due to non-
utilisaiton of computers,
generators and other
peripherals expenditure
of Rs. 1.14 crore
remained idle.

Due to non-adoption of
any business continuity
policy, no back-up was
being taken for
mutation orders and the
offsite storing of
monthly database back-
up was not regular. No
testing procedure to
check the back -up data
had been adopted.

Computerisation | Access controls were | The information stored in | Mutation orders were | Due to inconsistencies
of Land Records |weak and Business |the database was full of | being updated with |in database design and
in Uttar Pradesh Continuity  Plan  and | errors and important details | delays and not within | structure of table in
Disaster Recovery | were missing in  the | prescribed time limit. different tehsils, it is
(Audit conducted | management On- site | computerized database, difficult to integrate data
from May to training to officials was | thereby, compromising for generation of
August incomplete. reliability of ‘Record of Management
2007) Rights’ to land holders. Information System
(MIS) reports for
planning and
development purposes.
Land Record |In the absence of | Partitioning of a sub-|Lack of input controls
Computerisation individual maps of sub- | division into two sub-|and validation checks
in Goa divisions/surveys and | divisions with larger area | resulted in incomplete
interface between | than the original area was | and incorrect data base
(Audit conducted | Dharani and Cadastral | possible due to faulty | leading to pendency of

from June — July
2007)

Maps, copies of maps
could not be issued to
public  instantaneously

system design.

mutation requests and
mutation of properties
having other rights like
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and public had to
approach Director of
Settlement and Land
Records (DSLR) for

maps and Mabhiti Ghars
or Mamlatdar offices for
Records of Rights (RoR)
copy separately.

mortgage, general power
of attorney etc.

Land records
Computerisation
in Gujarat

(Audit conducted
from February
2007 to June 2007

There were major
deficiencies in input,
access, operation and

security controls. Duties
as defined to various

functionaries were
exercised by others.
Absence of  proper

access controls exposed
the system to the risk of
unauthorized use.

Digitization of cadastral
map in 131 villages at an
expenditure of Rs 98.56
lakh could not yield any
fruitful result.

Computers procured
were utilised for other
purposes.

Scanners purchased for
e-Dhara kendras at an
expenditure of Rs 17.01
lakh remained
unutilised. In addition to
the provision as per
guidelines, 26 servers
at a cost of Rs 34.91
lakh were purchased
for taluka offices.

Land Records
Computerisation
in Karnataka

(Audit conducted
from February 2007
and

November 2007)

There was no
mechanism for off-site
back up of data and to
record that the back up
was actually taken and
periodically tested
independently that they
were retrievable.

The system lacked various
controls to ensure
complete data accuracy
and reliability.

Names of the land
owners in 99,186 cases
and khata numbers in

53,055 cases were
recorded as junk
characters in 3 taluks

test-checked. Extent of
land was recorded as
zero in 53,069 cases in 3
test-checked taluks. Also
data in several fields
were found incorrectly
captured.

The incomplete data in
original records carried
to the database needed
to be cleaned up to
facilitate achievement
of objectives like
planning at grass-root
level, etc. There were
delays in updation of
crop data; updation was
also incomplete.
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omputerization of Treasury

Computerisation
IT Audit Major Audit Findings

KOSHWAHINI - | The system development | No Master Plan was | The accounting | As the Drawing and
Computerisation methodology adopted was | prepared for each | requirements, records and | Disbursing Officer register
of Treasuries in | purely ad-hoc and in the | approved project for | functions at the treasury | was incomplete and not
Maharashtra absence of proper | maintaining control | level still remained to be | authenticated, 12,554

documentation the | over the project and for | computerised. Due to non- | Drawing and Disbursing
(Audit conducted | Department could not | monitoring the time | completion of Bank | Officers appearing in the
from April to manage and monitor the |and cost incurred | Reconciliation module | Drawing and Disbursing
August 2005) development and | throughout the life of | reconciliation was done | Officer master table were

implementation of the | the project. There was | manually & as such, the | not verifiable. Drawing

system and was completely | no proper disaster | correctness of receipts and | and Disbursing Officers
dependent on the National | recovery plan; | payments was not | were allotted two codes.
Informatics  Centre, the | validation checks and | verifiable. Of these some had
developer of the system. security controls were operated both the codes
also not properly laid and drawn bills. There
down and followed was no one-to-one link
resulting in high risks between the cancellation
in the System. of original and issue of
fresh cheque in the
system. As such, the
correctness of 232
cheques amounting to Rs
1.89 crore drawn by the
Pay and Account Office
could not be verified
Online Treasury | Test checked treasuries | Due to improper data | The procedure for data | Though required under
Information were using different versions | entry at the bill passing | entry was not followed in | Treasury Rules, no
System in | of the Online Treasury|clerk and Treasury |the treasuries. In 23,653 | provision for revalidation
Haryana Information (OTIS) software. | Officer levels, the |cases, the transaction | of bills was made in the
In the absence of a proper | OTIS database | dates (the date on which | software. As a result, the
(Audit Report input control, the OTIS | depicted an inflated | the bill was received) were | database = showed in
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(Civil) for the yeat
ended 31 March
2009

application software was
accepting all form codes of
bills instead of the form
codes which the major head
of account was required to
process.

picture of expenditure.
In the absence of a
validation check
between the drawing
and disbursing officers
(DDOs) and head of
accounts, a DDO was
able to draw and
encash bills from a
head of account for
which he/she was not
authorised to operate.

the dates later than the
voucher dates (the date on
which the payment was
made).

18,043 cases, involving
an amount of Rs 103.63
crore, that the banks had
made payments after the
currency period of ten
days of their passing.

e-Kosh in | There was no documented | Data analysis of four | Out of 23.32 lakh and 16.17 | Budget figures of 2006-07
Chattisgarh IT Policy. Documentation of | treasuries revealed | lakh transactions in Central | on the system did not
various stages of system |[that 269 contingent | Server during the vyear |reconcile with budget
(Audit conducted | development was  also | bills amounting to Rs | 2005-07, 44,676 and | book in case of 22 grants.
from February 2007 inadequate. 2.13 crore were | 17,026 had accounting | Eighteen bills amounting
to May 2007) passed without | classifications that did not |[to Rs 1.04 crore were
allotment check | exist in the budget. passed on 31 March 2007
resulting from incorrect without obtaining Finance
categorization of bills. Department’s orders in
contravention of the codal
provisions. Bills of Rs
42.68 lakh pertaining to a
financial year 2005-06
were passed fter close of

that financial year.
Computerisation Study of the Users | Physical and logical | The system of payment of | Budget control upto object
of State | Requirement was not | access controls were | pension through the | head level was ineffective
Treasuries in | undertaken which led to |inadequate in absence | computerized system was | as expenditure in excess
Uttar Pradesh frequent changes in | of documented | not effective as data | of budget provision and
software versions. There | password policy and | relating to pensioners was | Drawing and Disbursing

(Audit Report

was no record of approval of

user logs were not

not validated.

Officers’ allotment was
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(Civil) for the yeat
ended 31 March
2007)

the System Requirement
Specification document.
Change request statements
were not documented and

maintained. Re-
appropriation  orders
were not validated

leading to incorrect re-

incurred through
correction of expenditure
option.

records of testing and |appropriation in test
acceptance of the | checked treasuries.
amendments carried out
were not maintained
Computerisation User Manual was not | Transmission of data | Absence of Treasury Wide | Some modules of the

of Treasuries in
Rajasthan

(Audit Report
(Civil) for the year
ended 31 March
2007)

available in 10 out of 11 test
checked treasuries. There
was no documented
Information System Security
policy and password policy.
There was no record of
testing and acceptance.

between sub-
treasuries and
treasuries through
floppies/tapes without
appropriate  security

precautions made the
data vulnerable and
open to unauthorised
manipulation(s).

Area Network resulted in
non-interlinking  of  sub-
treasuries, treasuries and
Directorate of Treasuries
and Accounts. Function of
Treasury Computerisation
System was reduced
merely to compilation of
transactions and no
information was retrievable
from the system for macro
level budget monitoring and
financial management.

planned system were not
implemented and some
were partially
implemented (June 2007)
in the test checked
treasuries. Incomplete
and inaccurate data in
master file and non-
validation of input data in
Data Depository System
resulted into presence of
unreliable data.

Computerisation
of Treasuries in
Tripura

(Audit Report for
the year ended 31
March 2007)

There was a delay in
implementation of the
system. Non incorporation of
important modules like PLA,
Pension, Deposit and Stamp
account etc led to only
limited use of system.

Deficiency in designing
of database structure
resulted in slowing
down of the system. In
the absence of change
management  control
policy, different
versions of application
software were being
run in treasuries and
sub-treasuries thereby

Lack of adequate
processing controls
resulted in payment of bills
other than salary/wages
being passed under
salary/wages sub-object
head without ascertaining
the availability of funds in
the concerned head of
account.

Discrepancy in the figures
of expenditure generated
by the system and actual
payment made by the
treasury were noticed,
due to generation of
expenditure reports from
allocation table instead of
actual payment
transaction tables. In the
absence of segregation of
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increasing the risk of duty, the treasury
non recovery of data in personnel were
the event of data loss performing the duties
due to disaster like interchangeably and in
virus attack etc. some cases the data
entry operators were
virtually discharging the
duty of Treasury Officers.
This posed a major risk to

the system.
Kerala Treasury | There was no record of | Treasury Wide Area | Report generation in | Saving Bank Account,
Information testing and acceptance of | Network for | respect of Personal | Personal Deposit Account
System the TIS version 3.0 software | interconnecting the | Deposit/Savings Bank | and Fixed Deposit
by the Department. treasuries and Data | transaction was defective. | Account balances were

(Audit conducted
from August 2003-

Centre vital for
updating master files

Improper data validation in
the case of Savings Bank

increased by Rs 4.62
crore, Rs 103.30 crore

January and macro level | Accounts resulted injand Rs 211.60 crore
2004) budget monitoring had | inflating of the balance to | respectively using the
not yet been set up. the extent of Rs 310.73 | facility in TIS for alteration
crore. of balances, without any
supporting documents to

verify such transactions.
'Khazane' - | Codal provisions were | The System was not | The System either did not | The System did not
Computerisation ignored while awarding the | able to take care of the | have proper input | facilitate  uploading  of
of Treasuries in | contract for establishing | relevant  rules  for | validations or these | budget related data from
Karnataka network connectivity. adjustments of NDC | validations were bypassed | the Finance Department

bills against AC bills.

The  System  was
ineffective in ensuring
correctness of

payments made to the
Housing Development
Finance Corporation.

resulting in violation of
various financial and
service rules.

Package. Inadequate
security arrangement
exposed the IT assets

and data to risk of
damage/misuse, while
change control
procedures were

inadequate. The back up
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data was not stored off-
site which may lead to
avoidable loss of data in
case of crashes.

On
Treasury
Information
System & e-
Pension

Software in
Himachal
Pradesh

Line

(Audit Report
(Civil) for the year
ended 31 March
2007)

The User Manuals,
Operational Manuals and
System Manuals were not
available in all the test
checked treasuries.

had not
and

Department
formulated
documented any
Disaster Recovery
Plan. There were no
documented

procedures indicating
frequency for taking
back up of data, its
storage and
restoration. The
Treasury Officers were
taking back ups on an
adhoc basis.

Due to absence of input
controls,  possibility  of
double drawal of bills in
OLTIS and overpayment/
incorrect payment of
pension existed. No checks
were exercised to monitor
expenditure Vis-a-vis
budget provisions by the
Treasury Officer at the time
of passing the bills.

Allocation of payment of

DA arrears to Punjab
Government was  not
made in e-Pension

software. There was no
provision of revalidation of
bills after expiry of the
currency period in OLTIS
module.  Absence  of
validation checks resulted
in DDOs operating head
of accounts for which they
are not authorised.

Treasury Only one out of the five | Back up policy was | Non-mapping of business | Inadequate security policy
Computerisation modules had been | ineffective and off-site | rules and checks | made the system
in Assam implemented (May 2007) | storage of back up was | prescribed under Assam | vulnerable. Network
even after 4 years of|not ensured, thereby | Treasury Code make the | system was also not
(Audit conducted | implementation of CTMIS at | exposing the system to | system incomplete and | protected by antivirus
from April- a cost of Rs.13.3 crore. risk of non-restoration | ineffective. An expenditure | programme. Presence of
June 200y in the event of a|of Rs.2.39 crore on|redundant data made the
disaster. implementation of Treasury | database inconsistent and
Accounting and Application | un-reliable.
software (TAAS) turned out
to be unfruitful.
Treasury Due to inadequate | There were no | Deficiencies in the design | Analysis of MIS reports
Computerisation validation, 1,403 Drawing | validation checks in | of the software led double | generated by the system
in Madhya | and Disbursing Officers | the software to flag | drawal of Rs. 10.55 lakh on | revealed huge mismatch
Pradesh were allotted more than one | excess expenditure on | duplicate bills. DDOs could | between RBD figures and

code and some of them

account of discount

draw and encash Dbills

other figures generated by
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(Audit conductec
from April 2007 to
October 2007)

operated both the codes to
draw and encash bills.
Further, the data contained
in DDO master table was
incomplete and incorrect.

allowed/ commission
paid to stamp vendors
over and above the
budget allotment.
Inadequate password
controls rendered the
data vulnerable to
unauthorized
access/modifications.
Disaster Recovery
Plan was not
formulated and
Rs.1.30 crore meant
for this purpose was
diverted for making
other expenditure.

through the system in
contravention of Treasury
Rules.

the SFMS package and
those prepared manually,
which seriously
undermined the reliability
of the data generated by
the package.

Treasury
Computerisation
in Punjab

(Audit Report
(Civil) for the year
ended 31 March
2007)

The software was developed
and implemented without
formulation of Information
Technology strategy and
without adoption of a
System Development Life
Cycle approach and
Information Technology
security policies. There was
no evidence to suggest that
comprehensive acceptance
testing was done before
implementing the
computerised system.

The Directorate failed
to incorporate input/
validation controls in
the iTISP  despite
adoption of software
six years ago thereby
causing passing of bills
without removal of
objections, with
duplicate bill numbers,
on dates prior to the
date of its receipt, etc.

Due to lack of coordination
between the Directorate
and National Informatics
Centre, mapping of some
business rules, one to one
link  between cheques
issued in lieu of cancelled
cheques and audit trails
provisioning could not be
done in the software so far.

The objective of providing
web-based linkages with
banks and Finance
Department was also not
achieved, though planned
in October 2004, thereby
affecting monitoring  of
ways and means.
Password policy, back-up
policy, disaster recovery
and business continuity
plans was not framed and
documented.






